HPA Commands State Diagram
1. HPA Not Set State Diagram

HPA Hot Set State Diagram

HO: Ho HPA
Ho Passworid
Mewy HDD, Mo HPA, Open ]
HP&, Eliminatecd HPA

. Read Mative hax
. SET MAX ADDRESS (Wolatile)

=

- HO:HEA = HPA Set (28)
= 1. Read Mative Max
2. SET May ADDRESS (Mon-*olatil
SET M&X LOCH, SET MAX UNLOCK or s (Non-Wolatile) = HPA Set (28)
SET M&X FREEZE LOCK (ABRT)
HOa:HO 1. Read Mative Max EXT
2. SET MaX ADDRESS EXT (Wolatile)
- HO:HES1 - HPA Set (18)
SET Max ADDRESS ar 1. Read Mative Max EXT
SET hlax ADDRESE EXT (ABRT) 2. SET MaK ADDRESS EXT (Mon-yolatile)
HOk:HO HO:HES2 - HPA Set (18)
HS1:HD  HES1:HO
Power Cycle | fewHn  HES4HO | .
HL1:HD  HEL1:HD =
HL4HO  HEL#4HD
. Hardware Reset or Power Cycle
1. Read Mative Max (EXT)
2. SET MaX ADDRESS (EXT) | HSU:HD  HES1:HO HOe:HO
[Mative Max) HE2:HO HEZZ;HO
HS3:HD  HES3:HO
SET MAX SET PASSWORD
l/-— HO:H1 -~}
H1: Ho HPA
Passworil Set
]
\ Power Cycle
Lt H1:HO

by =

SET MAX LOCK, SET MAX UNLOCK or o Nt Mo
SET MaX FREEZE LOCK (ABRT) |SET MaX ADORESS (Wolstils)

H1aH1 H1:HS4

¥

HPA Set (28)

1. Read Mative Max
2. SET MY ADDRESS (Mon-volstile)
- H1:HSS B HPA Set (28)
SET MAX ADDRESS or 1. Read Native Max EXT
SET MAX ADDRESS EXT (ABRT) 2. SET M&X ADDRESS EXT (Wolatile)
H1k:H1 H1:HES4 B HPA Set (48)
1. Read Mative Max EXT
2. SET MY ADDRESS EXT ¢Mon-volatile)
L H1:HE=S B HPA Set (48)
< SET MaK SET PASSWWORD
Hic:H1 =l
1. Read Native Max (EXT) Harchware Reset >
2. SET MY ADDRESS (EXT) ) ) P
(Ntive Mar HS4HT  HES4HI :

HSSHI  HESSHI
|HSB:H1 HESE:H1

1. HPA s said to be Open or Eliminated when a SET MAX ADDRESS (EXT) is done at NATIVE MAX (EXT)

Only one SET MAX ADDRESS non-volatile allowed per power cycle

3. SET MAX SET PASSWORD, SET MAX LOCK, SET MAX UNLOCK, SET MAX FREEZE LOCK commands shall not
be immediately preceded by a READ NATIVE MAX (EXT) command. If these commands are immediately preceded by a
READ NATIVE MAX (EXT) command, they shall be interpreted as a SET MAX ADDRESS (EXT) command.

4. Volatile state means no non-volatile SET MAX ADDRESS (EXT) command has been issued after a volatile one.

5. Non-Volatile 1 state means a non-volatile SET MAX ADDRESS (EXT) command was the last issued SET MAX
ADDRESS (EXT) command.

6. Non-Volatile 2 state means volatile SET MAX ADDRESS (EXT) command was issued after the non-volatile command.

N



HPA Set (28) State Diagram

HS51: HPA SET (Volatile)
Ho Password

2. HPA Set (28) State Diagram

HS4& HPA SE
Passw

SET MR UNLOCK

T {Volatile)
ord Set
E—

o

- HL1:HS4
1. Read Mative Max

2. SET MAK ADDRESS (Wolatile)

|

i}
SET m2x ADDRESS or
SET MAX URLOCHK or

1. Read Mative Max I H1:HS4 —=  SET MaX FREEZE LOCK (&BRT)
2. 5ET Max ADDRESS ryolatile) SET MAX SET PASSWORD [ HZ4aHZ4
——————HOHS ———— I —H51HEe L ™
Posver Cycle [
Powver Cytle HPA Hot Set -—ps4:H
o |—H=1aHo —ie= HPA Hot Set Hardware Reset
-

SET mMAX ADDRESS ar
SET MAX LOCK or SET w2 X UNMLOCK ar

SET MAK FREEZE LOCHK (ABRT)
HE 1z HE1

1. Read Mative hax

2. SET MAX ADDRESS (Mative Max)

HZdh:HZ4

HPA Hot Set

HZ4:H1

SET M LOCK

SET MAX SET PAZSWORD

HPA Lockedag—pHza 1L 4 —

1. Read Native Max HS4cHS4
2 5ET MAY ANDRESS (Mative Max)
- HZ1k:HO = HPA Hot Set ol

Hardware Reset
HE1d:HE1

1. Read Mative Max
2. 5ET MaX ADDRESS (Mon-olatile)

1. Fead Mative Max
2. SET MaX ADDRESS (Mon-“olstile)

1. Read Mative Max
2. SET MaX ADDRESS (Molstile)

HE4:HZ3
HS5: HPA SET

HE1:HS2

HSZ: HPA SET |

P

HE4d:HZ4
{Hon-Volatile 1)

Passworid Set

1. Read Native Max

Hon-Volatile 1)

2. SET MAX ADDRESS (Man-volatile)
W HEE

Ho Password SET MAK UMLOCK
I HLZ:HEs — gt
SET max SET PASSWORD SET MaX ADDRESS ar
- HEZHZ5 SET MAR UNMLOCK ar
Powver Cycle SET MAx FREEZE LOCK (ABRT)
e HES5HS2 HE5aHSS

SET MaAX ADDRESS or
SET MAK LOCK or SET MAX UNLOCHK ot
SET M FREEZE LOCK (ABRTY

HE2aHE2 —

o

1. Read Mative hax

[y

2. 5ET MAX ADDRESS (Mative Mao)
HPA Hot Set ——M——————— 5oy —

Hardware Rezet or Povwer Cycle

HE2hHE2 —

Hardware Reset

1. Read Mative Max

2. 5ET Max ADDRESS (Mative Max) HPA Hot S
o ot Set

HE5khiHES

-

HEZ:HO

-

1. Read Mative Max
2. 5ET MAY ADDRESS (Mon- olatile)
(ABRT)

HE20:HE2 —

1. Read Mative Max
2. 5ET MaX ADDRESS (olatile)
HE2HS3 —

} SET MAH UMLOCK
H53: HPA SET (Hon-Velatile 2) HLZ:HSE —ie
Ho Password
I

1. Read Mative Max

SETMAX LOCK | o SET may ADDRESS (Mon-Yolstile)
HLzHz2 |Power Cycle HPA Locked -#———HS3HL2 ] (ABRT)
- HE5c:HSS

Ll
T HLEHSZ |

SET MAK SET PASSIWORD

1. Read Mative Max

1. Read Mative Max
2. SET MAK ADDRESS (Mon-Yolatile)
[—HOHs 2 ——————————————

HZ4d:H=4

HS6: HPA SET (|

2. SET MAY ANDRESS [Wolatile)
HS5:HSE

Hon-Yolatile 2)

Passworid Set
I

ol
g

—
SET MAK SET PASSWORD

SET MAK ADDRESS or

Y

L

HZ3:HS6
Powver Cycle

[

SET MAX URLOCK or
SET MAK FREEZE LOCH (ABERT)

SET M ADDRESS or

SET MAK LOCK or SET MAR UNLOCHK or

SET M FREEZE LOCK (ABRT)
— HE3aH33

P
i

HSEHS3
1. Read Mative hax

HZ6a:HZ6

-l
il

HPA Hot Set g2 SET MAX ADDRESS (Mative Max)
HSE:H1

1. Read Mative Ma

Hardware Reset or Power Cycle
HS3:HS3 —]

Hardware Reset

[ HZ6kHS6

ol

HL3:HS3

2. 5ET max ADDRESS (Mative Max)
HLEHE3 SET ML LOCK

HESHO p HPA Hot Set
I | Powver Cycle
HPA Locked-#——Hs6:HL3 —

1. Read Mative Max
2. 5ET MAX ADDRESS (Mon-olatile)
(ABRT)

1. Read Mative Max
2. SET MAX ADDRESS (Mon-'Yolatile)
(&BRT)

1. Read Mative Max

HZ60:HSE

-

2. SET MAK ADDRESS (W alatil

-t -
ED @T MaX SET PASSWORD

HEGe:HE6 —]

HE3cHES

HE3d:HE3

1. Read Mative Max
2. SET MAK ADDRESS (Volstile)

[ H=6d:HZ6



HPA Set (48) State Diagram

HES1: HPA SET (Volatile)
Ho Password

3. HPA Set (48) State Di

SET MAX UNLOCK

P

agram

HES4: HPA SET (Volatile)
Passwori Set

-

N HEL1:HES4
1. Read Mative Max EXT

2. SET MAX ADDRESS EXT (Walatile)

L

el
SET MAX ADDRESS EXT or
SET MAK UNLOCK or

1. Read Mative Max EXT — H1:HES4 —=]  SET Max FREEZE LOCK (£BRT)
2. SET MAX ADDRESS EXT rolstile) SET MAX SET PASSWORD ——HE= 4= HES4
————————HHES ——HES1 HES4 -
Powver Cycle W
Powver Cycle HPA Hot Set -a—Es4:H) —

e
-

—HES15:H0 —ie= HPA Hot Set

Harchware Reset

SET MAX ADDRESS EXT of 1. Read Mative Max EXT —HEsdnHES
SET MAX LOCK or SET MA&X UNLOCK or 2. SET Mb¥ ADDRESS EXT (Hative Max) |
SET Max FREEZE LOCK (&BRT) HPA Hot Set HES4:H1
I — SET MAN LOCK SET MAX SET PASSWORD
1. Reead Mative Max EXT HPA Lockedwb—HES4 HEL1 ——HEsqcHESS
2. SET M&X ADDRESS EXT (Native Max)
- HES1b:HD B HPA Hot Set st

Hardware Reset
HES1d:HES1
1. Read Mative Max

2. SET MAX ADDRESS EXT (Mon-
olatile)

1. Read Native Max EXT
2 SET MAK ADDRESS EXT (Mon-‘olatile)
— HES4HES: —

1. Read Mative Max EXT
2 SET MAK ADDRESS EXT (Wolatile)
[—HES4d:HES4

HESS: HPA SET (Hon-Volatile 1)
Password Set

HES1:HES2 I
| 1.Read Native Max EXT
2. SET MAX ADDRESS EXT (Mon-Wolatil
HES?2: HPA SET (Hon-Volatile 1) o 2 5ET et ADDRESS BXT (hon-volaile)
Ho Password SET MaX UNLOCK ’
N HELZ:HESS -t
! SET MAX SET PASEWORD SET MAX ADDRESS EXT or
——HES2HESS SET AN UMLOCK o
Powrer Cycle SET MY FREEZE LOCK (ABRT)
bl HESS:HES2 HESSaHESS

SET MaX ADDRESS EXT of
SET MAX LOCK or SET MAX UNLOCHK or
SET MAX FREEZE LOCK rABRTI

1. Read Mative Max EXT

2. SET MAX ADDRESS EXT (Mative Max)

HES2a:HES2 — HPA Hot Set ——HEssH Harchweare Reset
g 1. Fead Mative hiax EXT ——HESSkh HESS
2. SET MAX ADDRESS EXT (Mative Max)
Hatcdware Reset or Powesr Cyclz HE=ZHD - HPA Hot Set =1 Read Mative ax EXT
HES20:HES2 —] HPA Locked  SETMAXLOCK | 2 SET MaX ADDRESS EXT (Maon-valatile)
wl g | HELZHESZ |Power Cycle & HESSHAL2 — (ABR:'PESS HESS
e Native Max EXT HELSHESS | =
2. SET MAX ADDRESS EXT (Mon-Wolatile) 1. Read Mative Max EXT
[ABRT) SETMAR SETPASSWORD 5 oot ax ADDRESS EXT (Volatie)
HES2c:HES2? —| 1. Resd Native Max EXT HES4d:HES4 —— —HESSHESE
2. SET MAX ADDRESS EXT (Mon-Volstile)
1. Read Mative Max EXT |-——HoHES? —————————————— HES6: HPA SET (Hon-Volatile 2)

2. SET MAX ADDRESS EXT (Wolatile)
HESZHESS —

HES3: HPA SET (Hon-Volatile 2)

Password Set
p—

SET MK UNLOCH,
HEL3:HESE —

Ho Password

I =
\\ SET MAX SET PASSWORD SET MaX ADDRESS EXT or
- HES3HESE SET M&X UNLOCH or
. Poaver Cycle SET MaX FREEZE LOCK (ABRT)
YA ———— PR T T—— L= HESEa:HESE
SET WA LOCK or SET MaX UNLOCH or 2. SET MAX ADDRESS EXT (Mative Max) |t
SET Ma¥ FREEZE LOCK (ABRT) HPAHotSet o HesgHl —
——————HES3aHES3 —|1. Read Native Max EXT Harchovare Reset
2. SET M ADDRESS EXT (Mative Ma)
- HES3:H) —— = HPAHot Set F——HESEk:HESE
™
Harcware Reset or Power Cycle ‘_l :Etgnggg | Power Cycle SET MK LOCK 1. Read Mative Max EXT
HES3b:HESS — ) HPA Locked #—HESEHELS — 2. SET MaX ADDRESS EXT (Mon-volatie)

-

(AERT)

ol o]
. Read Native Max EXT
2. SET MaX ADDRESS EXT (Mon-olatile)

ABRT)

1. Read Mative Max EXT

HEZ6C HESE

ol

-
2. SET MaX ADDRESS EXT (Vo@) GET MAR SET PASEWORD

HES3c:HESS

HES3d:HESS HESEe:HESE —]

1. Read Mative Max EXT
2. SET MAK ADDRESS EXT (Volatile)

[ HESGd:HESE



4. HPA Locked (28) State Diagram

HPA Locked (28) State Diagram

HL1: HPA LOCKED (Volatile)

SET M LOCH

HS4:HLY —~

SET Max FREEZE LOCK

HL4: HPA FROZEH (Volatile)
———

-

SET Max ADDRESS or

[ HLT:HL4

o
| i

SET MaX ADDRESS or

SET MaX LOCK or

SET mas UNLOCK (vwrong passwword)
SET MK SET PASSWORD

(ABRT)

b SET MAX UNLOCK
HL1:HS4 —

HPA Set (28)

HPA Hot Set -— | 4:Hn

SET MK SET PASSWORD ar
SET MAX LOCK or SET wa X UMLOCK ar
SET MAK FREEZE LOCK
(ABRTY
HL4a:HL4

Powver Cycle

-
il

P

HL1aHL1

1. Read Mative hax

¥

Harcware Reset

[ABRT)
Poweer Cycle
HL1:HO —= HPA Hot Set

HL1keHL1

-

¥

1. Read Mative Max
2. SET MaX ADDRESS (Mon-Yolatile)
(ABRT)

el

1. Read Mative hax
2. SET MAK ADDRESS (Volstile)
(&BRT)

HL1 e HLA

HLAd:HL1

HL2: HPA LOCKED {Hon-Volatile 1)

2. 5ET MAX ADDREZS (Mon-alatile)

Hardware Reset
HL4b:HL4

i
1. Read Mative Max
2. SET MaX ADDRESS (Molstile)

HL4c:HL4

HL4ckHL4 —

HL5: HPA FROZEH {Hon-Volatile 1)
———

I
-
SET MAX LOCK SET MAX FREEZE LOCK SET MAX ADDRESS or
T HsS3HLZ — HLZHL3 W SET MAX SET PASSWORD or
SET M LOCK or SET MAX UMLOCK ar
L SET MAX FREEZE LOCK

SET max ADDRESS or SET MAX UMLOCHK, (ABRT)
SET MAH LOCK or —HL2Hs5 —= HPA Set (28) HLSaHLS
SET Mdx UMLOCHK (vrong password) dr Povwver Cycle il
SET MAX SET PASSIWORD HPA Set (28)--—p 515 —|
[ABRT) Power Cycle

HL2:H52 —=~ HPA Set (28) ik

Harcware Reset

HLZhiHL2 —

1. Read Mative Max

[ABRT)

-

1. Read Native Max
2. 5ET MAX ADDRESS (Mon-Yolatile)
(ABRT)

1. Read Mative Max
2. ZET MaX ADDRESS (Molstile)
(&BRT)

HLZ2e:HLZ

HLZ2ekHLZ

HL3: HPA LOCKED {Hon-Volatile 2)

SET MAK LOCK

HSEHLE — ]

P

SET MAK FREEZE LOCK

2. SET MAK ADDRESS (Mon-alatile)

Y

Hardware Reset
HLEkHLS

il
T

1. Read Mative hax
2. SET Max ADDRESS (“olstile)
(&BRT)

HLSE:HLS

HESdHEE —]

HL&: HPA FROZEH (Hon-Yolatile 2)
———

-

SET Max ADDRESS or

—HLZ:HLE

SET mMAX ADDRESS or

SET MaAX LOCK ar

SET &R UNLOCK wrong passsaword
SET MAX SET PASSWORD

(ABRT)

)

SET MK UMLOCK

——HLHSE —# HPA Set (28)
(a

Powver Cycle

HLZa:HLE

HL3HES — 9= HPA Set (28)

HPA Set (28) & HLEHS3 ]

SET MK SET PASSWORD ar
SET M LOCK or SET MK UNLOCHK or
SET MAX FREEZE LOCK
(ABRT)
HLG&:HLE

Powver Cycle

[y

Harclware Reset

HL3b:HLE ™~ |

P

1. Read Mative Max

(ABRT)

il

1. Read Mative Max
2. 5ET MAX ADDRESS (Mon-Yolatile)
(&BRT)

1. Read Mative Max
2. SET MaX ADDRESS (Volatile)
(ABRT)

HL3z:HL3

HLZd:HLE

2. 5ET MAX ADDRESS (Mon-Volatile)

Hardware Reset
HLEb:HLE

|-t

1. Read Mative hax
2. SET MaX ADDRESS (“olstile)
[&BRT)

HLEC:HLE

HL G HLE =

)
)




HEL1: HPA LOCKED

5. HPA Locked (48) State Diagram

HPA Locked (48) State Diagram

HEL4: HPA FROZEH
(Volatile)
—

-

’Uo atilel
SET MAX LOCK SET MAX FREEZE LOCK
——HES4:HEL1 —W——HEL1:HEL4 Ll

o

SET MK ADDRESS EXT ar

Powver Cycle

SET M ADDRESS EXT or

SET Mk LOCK or

SET maR UNLOCK (wrong password)
SET MK SET PASSWORD

(ABRT)

HPA Hot Set ~a—p 5[ 4-H] —]

SET M SET PASSWORD or

SET b LOCK or SET MAX UNLOCK or
SET MAK FREEZE LOCH

(ABRTY

[ SET MAR UMLOCK

—HEL1:HES4 —m  HPA Set (48)

HEL 4a:HEL4

el

L

1. Rea Mative Max EXT
2. SET Max ADDRESS EXT (Mon-"Yolstile)

Hardware Reset

(ABRTY
HEL4a:HEL4 —

Hardware Reset
[ HEL4k:HEL4

-
i

Porwear Cycole
[——HEL1:HO —* HPA Hot Set

HEL1h:HEL1

ok

1. Read Mative Mex EXT
2. 5ET Max ADDRESS EXT (Valatile)
(ABRTY

1. Read Mative hax EXT
2. SET MaX ADDRESS EXT (Volatile)

[ HEL4c:HEL4

1. Read Mative hax EXT

2. SET MAK ADDRESS EXT (Mon-olatile)
(8BRT)

HEL1c:HEL1

HEL1c:HEL1

HEL2: HPA LOCKED (Hon-Volatile 1)

SET MAK LOCK
HESS:HELZ —

HEL5: HPA FROZ|
—
p—

EH {Hon-Volatile 1)
——

-

SET MAK FREEZE LOCK

-SET A ADDRESS EXT ar

HELZ:HEL:S

SET MAH ADDRESS EXT or

SET WX LOCK or

SET ma UNLOCK (wrong passwword)
SET MK SET PASSWORD

[ABERTY

SET M&X UNLOCK
——HELZHESs —= HPA Set (48)
s Povwver Cycle

HPA Set (48)-HE| 5:HES? —]
Povver Cyclhe

SET MAK SET PASEWORD or
SET MAK LOCK or SET MAX UMLOCHK ar
SET MAK FREEZE LOCK
(ABRT)

HEL Sa:HELS

——HELZHES2 —®= HPA Set (43)

Hardware Reset

HEL2t:HELZ —

o

1. Read Mative Max EXT
2. 5ET Max ADDRESS EXT (Mon-"Yolstile)
(ABRT)

HESSdHESS —]

-l

1. Read Mative Max EXT
2. 5ET MaX ADDRESS EXT (Valatile)
(ABRT)

HEL2c:HELZ — |

HEL3: HPA LOCK|
—

SET MAK LOCK
——HESHHELZ —¥|

B

ED (Hon-Volatile 2)

1. Read Mative Max EXT
2. SET Max ADDRESS EXT (Mon-Yolstile)
(&BRT)

[—HEL2c:HEL2

SET MAK FREEZE LOCK

Hardware Reset
[—HELSk:HELS

d

1. Read Mative hax EXT

2. SET MaX ADDRESS EXT (Volatile)

(&BRT)
HEL5c:HELS

HEL 6: HPA FROZEH (Hon-Volatile 2)

|t
SET MK ADDRESS EXT ar

SET Ma&X ADDRESS EXT ar

SET MaX LOCK or

SET mda UMLOCK (verong passsword)
SET M SET PASSWORD

(ABRT)
HEL 3a:HELS —]

o

e Powver Cycle
HPA Set (48) “#—HELG:HESS —
Powver Cycle

[—HEL3:HES3 — ¥ HPA Set (48)

Harclwrare Reset

HEL3k:HELS |

P

——HEL3:HELE SET WX SET PASSINORD or
SET WX LOCK or SET MaX UNLOCK or
SET WX FREEZE LOCK
SET MaX UNLOCK (AERTI
——HEL3HESE — HPA Set (48) ——HELE& HELE

e
1. Read Native Max
2. SET MaX ADDRESS EXT (Mon-Yolstile)
(&BRT)

il

1. Read Mative Max EXT
2. SET MaX ADDRESS EXT (Woltile)
[&BRT)

1. Read Mative Mex EXT
2. 5ET Max ADDRESS EXT (Mon-Yolatile)
(ABRT)

HEL3c:HELS —

HELGa:HELG —

Hardware Reset

[ HELEk:HELE
1. Read Mative hax EXT
2. SET MaX ADDRESS EXT (Volatile)
[&BRT)

[ HELGc:HELG

HEL3d:HELS



