HPA Commands State Diagram
1. HPA Not Set State Diagram

HPA Hot Set State Diagram

Ho: Ho HPA
Ho Password
ey HDD, Mo HP2,, Cpen S }
HP&, Eliminated HPA, SET MaX ADDRESS (Wolatile)
: - HO:HZ1 = HPA Set (28)
- SET MaxX ADDRESS (Mon-wolatils)
) -
SET MAK LOCK, SET MAK UNMLOCK or HOa HE2 ® HPA Set (28)
SET Max FREEZE LOCHK (4BRT) SET Max ADDRESS EXT (Wolatile)
HO=:HO HO:HESA = HPA Set (48)
SET Max ADDRESS EXT (Mon-wolatile)
HO:HES2 B HPA Set (48)
e
SET MaX ADDRESS (Mative Max) AND
H=1-Ha HES1:HO Hard Drive Size = MAKZE
Powver Cycle HS4;HD HES4;HD HOk:HO
Hﬂfng :Eﬂf:g SET MAX ADDRESS (Mative Max) AND
: : Hard Drive Size = MAK2S
HOkHS2 = HPA Set (28)
SET MaX ADDRESS (EXT) HE1HD  HES1:-HO -
(Mative Max) HS2'HO  HESZHO
HZ3:HO0  HES3:HO Hardwware Reset or Poyver Cycle
HOc:HO
SET Max SET PASSWORD
o HO:H1 -
H1: Ho HPA
Passworidl Set
]
Powver Cycle
- H1:HO
L
SET MK LOCH, SET MAX UMLOCH SET MAX ADDRESS (wilatile)
1 ar . -
SET MAX FREEZE LOCK (ABRT) H1:HZ4 #= HPA Set (28)
H1a:H1 SET MAK ADDRESS (Mon-Yolatile)
TaHSS ™ HpA set (28)
SET Max ADDRESS EXT [Wolatile)
H1:HES4 = HPA Set (48)
SET Max ADDRESS EXT (Mon-wolatile)
H1:HESS = HPA Set (48)
-t
wl  SET MAX ADDRESS (Mative Max) AMD
| Hard Drive Size < MAX25
SET Max SET PASSWORD H1k:H1
H1c:H1
SET Max ADDRESS (Mative Max) AND
Hard Drive Size = MAXZE
SET MaX ADDRESS (EXT) HS 41 HES4:H1 H1 b HES = HPA Set (28)
(Mative Meod | HSS:H1  HESSH1 | i
| HS6:H1 HESE:H1 | Lol e
Harchweare Reset
H1 d:HA

© ®© N> oA

HPA is said to be Open or Eliminated when a SET MAX ADDRESS (EXT) is done at NATIVE MAX (EXT)

To redefine maximum address SET MAX ADDRESS (EXT) command shall be immediately preceded by a READ
NATIVE MAX (EXT) command. If these commands are not immediately preceded by a READ NATIVE MAX (EXT)
command, they will be aborted (ABRT).

To provide optional security extensions SET MAX SET PASSWORD, SET MAX LOCK, SET MAX UNLOCK, SET
MAX FREEZE LOCK commands shall not be immediately preceded by a READ NATIVE MAX (EXT) command. If
these commands are immediately preceded by a READ NATIVE MAX (EXT) command, they shall be interpreted as a
SET MAX ADDRESS (EXT) command.

Only one SET MAX ADDRESS non-volatile allowed per power cycle

Volatile state means no non-volatile SET MAX ADDRESS (EXT) command has been issued after a volatile one.
Non-Volatile 1 state means a non-volatile SET MAX ADDRESS (EXT) command was issued after power cycle.
Non-Volatile 2 state means no non-volatile SET MAX ADDRESS (EXT) command was issued after power cycle
Maximum device capacity addressable by 28 bit commands is defined by MAX28 (268,435,455 sectors)

Maximum number of failed password attempts is defined by MAX_BAD (3 attempts)



HPA Set (28) State Diagram

HS1: HPA SET (Volatile)
Ho Password

SET max ADDRESS (Wolatile)
HO:HZ1

fo
Lo

SET Max ADDRESS EXT or

SET MaX LOCK or SET M&X UNLOCK or

SET M&X FREEZE LOCK (ABRT)
——H=1cHE

H1:HS4 —
SET Max SET PASSWORD
[—HS1:H54 L
Hardware Reset or Powver Cycole

——Hz=15:HO —Me= HPA Hot Set

2. HPA Set (28) State Diagram

Passwi

SET MAK UMLOCK
——HL1:HS4 —

SET MaX ADDRESS (Wolatile)

HPA Hot Set —psa-Ho

Powver Cycle

SET MaX ADDRESS (Mative Max)

[ HSdaHs4

HS4: HPA SET (Velatile)
wril Set
P—

SET MAK ADDRESS EXT ar
SET MK URLOCK ar
SET MaX FREEZE LOCK (ABRT)

Hardwrare Reset
——HS4aHS1 ——-

HPA Hot Set -wll—————————Hzap Hi

SET hdx LOCH
HPA Locked-o—pHzd4-H 1 —]

all
|

SET MAX SET PASSWORD

SET MaX ADDRESS (Mative Max)

HEZdo:HE4

SET MaX ADDRESS (Mon-+olatile)
HE1:Hs2

H52: HPA SET {Hon-Volatile 1)

HE1h:HO = HPA Hot Set

SET MaX ADDRESS (Mon-V olatile)

il
-

SET Max ADDRESE (Wolatile)

HE4:HS3
HS5: HPA SET

HE4d:HZ4
{Hon-Volatile 1)

Ho Password Password Set
. ] ]
- -
SET MAX ADDRESS (Mon-Yolatile)
- [ —HiHss —————————————
SET MAK UMLOCK
) HLZ:HE5 —=rat
SET MAX ADDRESS (volatile) SET MAX SET PASSWORD SET MAX ADDRESS EXT or
HE2ekHS2 He2 Has SET MAX UMLOCH, or
Powver Cycle SET M&X FREEZE LOCK (ABRT)
- HPA Set (28) - H35:HES H35aHSS
SET MAX ADDRESS EXT or SET Max ADDRESS (Mative Max)
SET M&X LOCK or SET MAX UNLOCK or HPA Hot Set it HE5H! ——[
|

SET MaX FREEZE LOCK (ABRTI

HS2acHS2 Hardware Reset
- SET Max ADDRESS (Volatile) HEshHES
HZ4e:HS4 —
-
Hardware Reset SET MAX ADDRESS (Mative Max) HPA Hot Set i
HS 2k HS2 HS2:HD - SET MAX LOCK | SET MaX ADDRESS (Mon-Yolatile)
HPA Locked——HS5HLZ — (ABRT)
L L HE5c:HES
SET MAK ADDRESS (Mon-Yolatile)
(AERT) SET MAX SET PASSWORD
HS2cHS2 — HE4ciHE 4 —-.
s SET MK ADDRESS (Mon-YYolatile) -
[ol——HHs 2 HS6: HPA SET {Hon-Volatile 2)
Povver Cycle Password Set
HE2ZHS3 — [—
SET MAX UMLOCK SET MaX ADDRESS (Mon-olatile)
H53: HPA SET (Hon-Volatile 2) ——————HL3H=F — W ——HSREHSS
Ho Passwortdl
-
K SET MAX SET PASSWORD SET MAK ADDRESS EXT or
! HS3:HS6 SET Max UMLOCK or
Power Cycle SET MAX FREEZE LOCK (ABRT)
Ll i HEEHES HSBaHSE
SET MaX ADDRESS EXT ar )
SET MAX LOCK or SET MAX UNLOCK or HPA Hot Set g —C1 MAX ADDRESS (Mative Max) Lt
SET MAX FREEZE LOCK (ABRT :
—(HSSJa' Hes —] SET MaX ADDRESS (Mative Max) HSEH1
: HE3HI - HPA Hot Set Hardweare Reset
- HLAHE3 [ HSEk:HSE
HLZ:HS3 Powver Cycle
Hardvware Reset or Power Cycle -
) v :tg:gg SET by LOCk
HS3HES — HSeHa3 HPA Locked #——HSEHL3 -t
-
-t

SET MAK ADDRESS (Mon-Yolatile)

SET MaX ADDRESS (Volstile)

-
) @T MaK SET PASEWORD

HE3HS2

HE3d:HE3 HZEeHSE —

SET Mok ADDRESS (Wolatile)
——HS6d:HZ6




HPA Set (48)

3. HPA Set (48) State Diagram

HES4: HPA SET (Volatile)

HES1: HPA SET (Volatile)

Ho Password

SET MaX ADDRESS EXT (Volatile)

HO:HEST —

SET MaXY ADDRESS or
SET MAX LOCK or SET MAX UNLOCK ar
SET MaX FREEZE LOCK (ABRT)

HE=1oHEST ——

SET MAX ADDRESS EXT (Mon-‘Yolatile)

HES1THESZ —

HES2: HPA SET ||
Ho Pas:

)

State Diagram Passwori Set
p—
SET MR UMLOCK
—HEL1:HES4 i
SET MAX ADDRESS ar
SET MAX ADDRESS EXT (Volatile) SET MaK UMLOCK ar
H1:HES4 —  SET MAX FREEZE LOCK (&BRT)
SET MAK SET PASSWORD [——HESdaHES4
[—HES1:HES4 o ol
over Cycle
P et HPA Hot Set m—IES4:1) —

—HES12:HD —m= HPA Hot Set

SET h2x ADDRESS EXT (MNative Max)

HPA Hot Set HESHa:H1

SET M LOCK
HPA Locked-—pHEsg:HELT —]

SET Ma&X ADDRESS EXT (Mative Max)

| (FeipHn ————— "= HPA Hot Set

SET Max ADDRESS EXT (Mon-olatile)

Hardhware Reset
HES4a:HT —f-

A

SET MAX SET PASSWORD
[ HES4cHES4

-y
-t

SET MAX ADDRESS EXT (Volatile)

HES4:HES3 — ] HES4dHES4
Hon-Volatile 1) HES5: HPA SET (Hon-Volatile 1)
sworl Password Set
——

SET MAX UNLOCK

SET MaX ADDRESS EXT (Volatile)
HES20:HEEZ —

SET MAX ADDRESS or
SET MAX LOCK or SET MAX UNLOCK or
SET MAX FREEZE LOCK rABRT

HES2a:HES2Z —

HELZ:HESS —]
SET WM& SET PASSWORD

SET MaXY ADDRESS EXT (Mon-Yolatile)
[——H{HES5s ——————

-y

——HES2 HESS
Povwer Cycle

HPA Set (48)—————HEssHESS

SET MaX ADDRESS EXT (Native Max)

HPA Hot Set -~ HES5H —]

SET MAX ADDRESS ar

SET M&H UNLOCK or

SET MAK FREEZE LOCK (ABRT)
[ HE=SaHESS

k-

SET mMax ADDRESS EXT (Wolatile)

Hardware Resst

HES2eHESZ —

HES4e:HES4 —

SET MAX ADDRESS EXT (Native Max) npa Hot Set
-

HESZHO HPA Locked  SET M&H LOCK
- HESSHEL? —

SET MAX ADDRESS EXT (Mon-Yolatile)
[ABRT)

Harchwvare Reset
[ HESSkiHESS

-y
-t

SET MAX ADDRESS EXT (Mon-Yolatile)
(ABRT)

SET MAX SET PASSIMORD
HES 4o HES4

HEZ5cHESS

HES2c:HES2 — i
SET MaX ADDRESS EXT (Mon-+olatile)
! HOHES2 HES6: HPA SET (Hon-Volatile 2)
Powver Cycle Password Set
HESZHES3 — [E—
_ SET M&K UNMLOCHK SET MaX ADDRESS EXT (Mon-"olatile)
HES3: HPA SET {Hon-Volatile 2) ———HELZ:HESE — W ——HESE HESS
Ho Password
——— i}
[\ SET MAX SET PASSWORD SET MAX ADDRESS or
—HES3HESE SET MAK UNLOCK ar
Powver Cycle SET MAX FREEZE LOCK (ABRT)
-~k HESE:HES3 HESBa HESE
SET max ADDRESS ar
SET MAX LOCK or SET MAX UNLOCK or SET MAX ADDRESS EXT (Mative Max) Lt

SET MaX FREEZE LOCK (ABRT)

HES3acHES3 —

HPA Hot Set g —HESEH —]

SET MAX ADDRESS EXT (Mative Max)
-
Ll

Hardware Reset o Poweer Cycle

HES3HES3 —

SET MAX ADDRESS EXT (Mon-alatile)

HES3:HES2 _|SET WX ADDRESS EXT (Volatile)

HES3:HO HPA Hot Set
HELZHES3
HELZHES3 | Power Cycle
e £ SET MY LOCK
e HPA Locked “#—HESEHELS
HESS HES3

SET WM& SET PASSWORD

HESEeHESE —
HEZ3d HES3

Harchware Reset

[—HESEkHESE

SET Max ADDRESE EXT (volatile)
[ HESEd HES6




4. HPA Locked (28) State Diagram

HPA Locked (28) State Diagram

HL1: HPA LOCKED (Volatile) HL4: HPA FROZEH (Volatile)
——— ———
SET MaX FREEZE LOCK
HL1:HL4 Lot
SET MAK LOCK SET MaX UNLOCH (correct password) SET MAX ADDRESS EXT ar

HS4:HL1 —— ]

AMD number of bad sttempts = h-1.t'-‘«}{_El.tf-\D= HPA Set (28)

HL1:HZ4 Povwver Cycle

SET Max ADDRESS EXT ar
SET MAX LOCK or

HPA Hot Set w—p 4:HD

-

SET MAH UMLOCK (werang passward) o
SET MAX SET PASSWORD
(ABRT)

-t
SET MAX UMLOCK (correct password)
AMD number of bad sttempts = MaX_BAD

HL1a:HL1

SET MAK SET PASEWORD ar
SET WA LOCK or SET MAX UNLOCK or
SET MAK FREEZE LOCK
(ABERT)
HL4aHL4

Hardware Reset

HL1e:HL Hardware Reset
- L HL4b:HL4
SET MaX ADDRESS (Mon-'olatile) =]
Powwer Cycle (ABRT)
HL1:HO —= HL4d:HL4 —]

HLkeHLA

HPA Hot Set

-

SET MAX ADDRESS (Mon-Yolatile)
(ABRT)

i

SET Max ADDRESS [Molatile)
(ABRT)

HL12:HL

HL2: HPA LOCKED {Hon-Volatile 1)

HL1eHL

SET MAX ADDRESE (Valatile)
HLdc:HL4

HL5: HPA FROZEH (Hon-Volatile 1)

I
I
SET MAX FREEZE LOCK -
SET M LOCK HL2:HLS Wl SET Ay ADDRESS EXT or
T HESHL2 —— ] SET MAX UNLOCK (eorrect password) SET MAX SET PASSWORD or

AMND number of bad sttempts < MAX_BAD  poa ey (28)

-
Ll

SET MAX ADDRESS EXT ar

HLZHSS bl

SET MAX LOCK or
SET MAN UMLOCK (wrong passward) of
SET Max SET PASSWORD

-
SET MAK UMLOCK (correct passwoard)
AMD number of bad attempts = MAX_BAD

SET MAR LOCK or SET MAR URLOCK or
SET MAX FREEZE LOCK
(&BRT)

HLS&aHLS

(&BRT)
HLZ2a:HL2 HLZ2eHL2 el
Povwver Cycle
L . —- pd
l HLZHSS3 HPA Set (28) o= Hardware Reset
Hardware Reset SET MaX ADDRESS (Mon-volatile) HLEkHLS
(ABRT)
HLZkeHL2 — Bl
ol HESAHSS ™ SET Max ADDRESS (Volatie)
. . Power Cycle [ABRT)
(SAE; é\ﬂr’;\}{ ADDRESS (Mon-Yalatile) (s:g é\ﬂr’;\}{ ADDRESS (¥Olatils) | o oy (ag®—HLSHS3 HLECHLS
HL2c:HL2 HLZeHL2

HL3: HPA LOCKED (Hon-Volatile 2)

HL&: HPA FROZ|

EH {Hon-Volatile 2)

. |
. ]
SET MaX FREEZE LOCK, -
SET MaX LOCK HLZ:HLE Bl SET MeX ADDRESS EXT ar
HSEHLS —#  SET MaX UNLOCK feorrect password) SET MAX SET PASSWORD or
_ | AMD number of bad attempts < MAX_BAD o HPA Set (28) SET max LOCK or SET MAX URLOCK or
SET MAX ADDRESS EXT of il - (SEFTT?H FREEZE LOCK
SET MAX LOCK or it HLEs:HLE
SET MAKR UNLOCK (wrong password) off - ST wax UNMLOCK (correct password)
(SERMT?K SET PASSIWORD AND number of bad attempts = MAX_BAD
HLZaHLS HL3e:HL3 oot
Povwer Cycle
L HL3:HE3 — - -

HPA Set (28)

Hardlware Reset

Hardware Reset SET MAX ADDRESS (MNon-olatile) HL & HLE
(&BRT)
HL3b:HLS ~ ] HLEckHLE -t
] SET MaX ADDRESS (walatile)
Powver Cycle [ABRT)
SET Max ADDRESS (Man-Yolatile) SET MAM ADDRESS (Wolstile) - £ HS3 HLEz:HLE

[(ABRT)

[ABRT) HPA Set (28)

HLGeHLS

HLSeHLS




5. HPA Locked (48) State Diagram

HPA Locked (48) State Diagram

HEL1: HPA LOCKED HEL 4 HPA FROZEH
(Volatile) {Volatile)
SET MAX FREEZE LOCK r—
HEL1:HEL4 -

SET MAX LOCK
——HES4:HELT ——™

SET MAK UMLOCK (correct password)
AMD number of bad sttempts = MAX_BAD
HEL1:HES4

SET MaX ADDRESS or
SET MAK SET PASEWORD or

HPA Set (48) SET MAX LOCK or SET Wax UNLOCK or
SET MAX ADDRESS or ot ™ SET MAX FREEZE LOCK
SET MAX LOCK or SET M&X UNLOCK (correct password) | ABRT) o gereLs
SET Max UNLOCK [wrong password) or|  AMD number of bad attempts = MAK_BAD ’
-
(s:; FL-AT,;\)-: SET PASSWORD HEL1 e HELT e
e SET MAX ADDRESS EXT (Mon-olati Hardwvare Reset
an-alEtlle
- (ABRT) ( b —reLanrELs
Hatdware Reset Powver Cvcle HELAd HELS — g
[——HEL1:HO —™ HPA Hot Set
HEL1k: HEL ! I HPA Hot Set _ Power Cycle | SET MAX ADDRESS EXT (volatie)
o A HEL4HD —]

SET MAX ADDRESS EXT (Volatile)
(ABRT)
HEL1e:HELT — |

HEL2: HPA LOCKED (Hon-Volatile 1)

SET Max ADDRESSE EXT (Mon-Yolatile)
(ABRT)
HEL1c:HEL1

SET MAX FREEZE LOCK

[ HEL4c:HEL4

HEL5: HPA FROZEH (Hon-Volatile 1)
—

-

SET My LOCK
HESS:HEL2 L

HELZ:HELS
SET MAK UMLOCK (carrect passwoard)
AMD number of bad sttempts = MAX_BAD -

HELZHESS P UPA Set (48)

-
Ll

SET MAK ADDRESS or

SET MAK LOCK or
SET MAK UMLOCK (wrong password) or
SET max SET PASSWORD

-
SET MAN UMLOCK (correct passwoard)
AMD number of bad attempts = MAX_BAD

1 SET Max ADDRESS o

SET MAX SET PASSWORD ar
SET MAK LOCK or SET MAX UNLOCK ar
SET MAX FREEZE LOCK
(&BRT)
HELSaHELS

[ABRT) | HELZeHEL2 n
HEL2&:HELZ —|  pawer Cycle ot
| —HELZHES3 —e HPA Set (38)
_ Hardware Reset
Herdware Feset SET MaX ADDRESS EXT (Mon-volatie) | — e o reLs
(ABRT)
HEL2:HEL? — HESSHHESS —
>l SET MAX ADDRESS EXT (volatie)
_ _ (ABRT)
SET Ma&X ADDRESS EXT (Volstile) SET M ADDRESS EXT (Mon-Volatile) Power Cycle [~ HELSeHELS
(ABRT) (ABRT) ~—HEL S HESS —]
HEL2c:HEL2 —T—HELZd:HEL2 '
= HPA Set (48)

HEL3: HPA LOCK

ED {Hon-Yolatile 2)

SET MAX FREEZE LOCK

HEL%: HPA FROZEH (Hon-Volatile 2)
—

SET MAK LOCK
HESE:HELS L

w ] HELIHESE

HEL3HELE
SET MAK UMLOCK [correct passyard)
AMND number of bad attempts = MAX_BAD

-
" HPA Set (48)

SET MAK ADDRESS or

ol

SET MAK LOCK or

SET MAN UMLOCK (wrong password)
SET max SET PASSWORD

[ABRT)

ar

HELSarHELS —

e

SET Max UMLOCK [correct password)
AMND number of bad attempts = MAX_BAD

|——HEL 3e:HEL S
Power Cvcle

Hardware Reset

HEL3b:HELS |

.
|

-
SET MAK ADDRESS or
SET MAK SET PASEWORD or
SET MAX LOCK or SET hAX UMLOCK or
SET MaX FREEZE LOCK
[ABERTY

HELGa:HELG

Fi

- —HELZ:HESS — HPA Set (48)

SET max ADDRESS EXT (Mon-olatile)
(ABRT)

L
SET MaX ADDRESS EXT (Wolatile)

(ABRT)
HELScHELS —

-
i

SET MaX ADDRESS EXT (Mon-olatile)

Power Cycle
(ABRT)

HEL 3 HELS

HPA Set (48)

~—HELE:HES3 —

Y

Hardware Reset
[——HELGkL:HELG

g

SET MAX ADDRESS EXT (Volatile)
(ABRT)
[—HELGcHELE




