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Document Status
Document e06122 is the issues list for this draft.  e06122 contains a list of the issues associated with the 
document, an issue number that remains assigned to the issue for the life of document development, a resolution 
to the issue, an owner for the issue, and a disposition for the issue.  All major changes associated with this draft 
starting with Rev 3b are first documented in e06122 and given a number.  This includes proposals which are 
targeted for inclusion into this draft.

Revision History (part 1 of 18)
Rev Date Description

0 August 17, 2004 1) Initial revision created from ATA/ATAPI-7 Volume 1 (1532D Rev 4b).
2) Removed 3 volume structure and changed abstract to reflect a 

command set document
3) Removed sections on signal, bit, and timing conventions
4) Removed clause 5, I/O register descriptions
5) Kept informative annex’s A-C

1 September 7, 2004 1) Restructured all commands to conform to format agreed to in 
e04139r4.

2) Added a section defining status bits
3) Added a section defining error bits
4) Added a section describing protocols
5) Added a section describing interrupt reason
6) Incorporated single log table e04143r0 table.  Did not add wording to 

status that host VS pages are common between SMART and GPL.
7) Removed prohibited statements from command definitions.  These 

reside in the feature set definitions.
1a October 6, 2004 1) Replaced duplicate Normal Outputs tables with a see clause to the first 

usage.
2) Replaced many Error Outputs with a see clause.

1b February 17, 2005 1) Stripped unused informative references
2) Changed the definition of ordered and unordered lists to make the 

numeric form ordered.
3) Changed all the lists to conform to the changes in #2
4) Reserved 5Ch-5Fh for TCG.  This was done by added command 

headers and a reserved statement in the command section.  Also 
marked the commands with T in the command matrix table.

5) Moved Normal and Error Outputs to their own section.  Commands 
now have a hotlink to the tables.

6) Moved IDENTIFY (PACKET) DATA to its own section (Input Data)
7) Changed more of the titles to be consistent with the front cover.
8) Deleted unused definitions
9) Changed the General feature set to only apply to non-packet devices
10) Changed the packet feature set to include all the commands in the 

packet feature set.
11) The command prohibitions are now found in the feature set description 

and not with each command.
12) Integrated e04127r0 – This makes SATA signatures reserved with no 

description.
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1c April 15, 2005 1) Added proposal e04143r1 – Notes that the Host Vendor Specific pages 
are common to both SMART READ LOG and READ LOG EXTENDED

2) Added e04130r2 – Tightens the definition of SMART first polling time.  
Also adds a field that enables longer times.

3) Added proposal e05103r0 – Changes the features register to log page 
specific for read and write log commands

4) Added e04153r1 – Historical annex of command documentation to 
Annex B

5) Added e05102r1 as amended – Reserves some set features and DCO 
fields as vendor specific

6) Added back in FEATURE SET Clause in front of the description
1d June 20, 2005 1) Added code 1Dh to IDENTFY DEVICE for ATA/ATAPI-7 Table 14.

2) Added placeholder for reporting alignment.
3) Updated SET FEATURES table 41 to include reserved entries instead 

of just saying all other entries are reserved.
4) Partially Incorporated e04129r5.  Assigned Set Features 0Bh and 8Bh 

for the enable and disable capability.  Had to make several 
modifications to the proposal to fill in missing pieces.  Unable to fill in 
IDENTIFY DEVICE info, data is incomplete.  Stopped incorporation

1e June 21, 2005 1) Modified Selective self-test description last sentence to be more clear.
2) Updated definition based on WG review.
3) Integrated e05133r3.  This conflicts with the definition of IDENTIFY 

DEVICE which is defined to not return an error.
4) Incorporated e04129r6.  Assigned IDENTIFY DEVICE words 210-213 

and DCO word 7 bit 14.

Revision History (part 2 of 18)
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1f July 5, 2005 1) Added several technical reports to the approved references.  They 
need to be there since they are mentioned in the body of the 
document.

2) Updated DCO to refer to TR37 (TLC) for word 7 bit 10.
3) Updated the Scope to match ATA8-AAM
4) Replaced sector with logical sector in many places
5) Replaced all references to the Features register with features field.
6) Replaced all references to the Sector Count register with Count field.  

There are some places that use the count field in calculations.  These 
places refer to the register.  I have chosen to keep the word field 
although I think it may read better just saying count.

7) Replaced archaic references to sector number register with references 
to the LBA field.

8) Replaced references to LBA Low, LBA Mid, and LBA high to LBA field.
9) Replaced all references to device/head or device register
10) Deleted references to the device control register.
11) Updated overview in clause 7.
12) Updated security commands to have an output data structure where 

appropriate
13) Updated SETMAX commands to have an output data structure where 

appropriate.
14) Removed remaining hardware references from commands.  Transport 

documents will have to reference 1e for notes on information that 
needs to move.  This includes most references to BSY, RDY, DRQ, and 
bus.

15) Implemented e04161r0 (obsoleted ATAPI overlap and queue)
16) Moved host vendor specific log description into its own clause.
17) Integrated e05130r0
18) Integrated e05131r1
19) Integrated e05120r2 – Needed to add text to 4.21 to support the 

examples.
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2 August 22, 2005 1) Updated SET MAX ADDRESS to indicate that on drives with a capacity 
that is greater than 28 bits, that issues SET MAX ADDRESS to the 
NATIVE MAX address clears the HPA and returns the full capacity of 
the drive, not just 137GB.

2) Added e04132r1 – Defines sub-command 03 for download microcode
3) Incorporated e04162r0 – Obsolete Download Microcode 
4) Incorporated e05151r1 – Reserve opcodes for e05106.  The following 

resources were assigned:
1) CHECK POWER MODE normal returns 40h and 41h
2) IDENTIFY DEVICE data words 214-221
3) New opcode B6h – NV CACHE (Sorry, B8h is reserved for CFA)
4) DCO data structure Word 21 bits 14 and 15

5) Incorporated e02126r6 – WRITE UNCORRECTABLE.  The following 
resources were assigned:
1) Opcode 45h
2) IDENTIFY DEVICE data words 119/120 bit 2
3) DCO Data word 21 bit 13

6) Modified DCO to indicate that the data is not an overly, it is just data 
that can be used to enable or disable reporting of features as well as 
responding to features.

7) Incorporated e05127r2 – Updated the definition of the DF bit.
8) Incorporated e05129r1 – READ/WRITE LOG DMA EXT.  The following 

resources were assigned:
1) Opcodes 47h and 57h
2) IDENTIFY DEVICE data words 119/120 bit 2

9) Incorporated e05132r1 – Report transport standard.  IDENTIFY 
DEVICE words 222 and 223 were assigned for this purpose.

10) Incorporated e05140r0 – Media Serial Number Endianess
11) Performed a major re-work of the IDENTIFY DEVICE table data.  

Added a column to indicate applicable transport.
12) Received side-band E-Mail comments from HTUyamini@medusalabs.comUTH 

resulting in the following changes:
1) CFA Translate Sector Features and Count fields S/B N/A as in 

ATA7
2) Page number was deleted from the clause reference in 4.4.1

13) Marked bits 15:13 obsolete.  This was accidently left out when e04161 
was incorporated.

14) Reformatted Table 117, Table 118, Table 119, Table 120.  The 
command code table serves as the master.  All of the command codes 
are now listed.  I believe this will cause the table to be maintained 
better.  I also discovered some inconsistencies in the table during the 
reformat.

15) Performed consistency pass on command tables, several links have 
been corrupted.
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39 e06123r0 New Feature: Allows READ LOG EXT to succeed even when the drive is locked.
40 e05162r0 Clarifies SECURITY ERASE UNIT to add the explicit statement that a password can be set 

prior to issuing SECURITY ERASE UNIT if a password had not been previously set
41 e06153r1 Reserves SCT resources for use by SATA-IO
42 e06152r3 New Feature: Adds session and lifetime min and max temperature reporting to SCT 

Status.  Also provides some concept of time since last temperature beyond operating 
limits.

43 e06102r2 New Feature: Creates a Device Statistics Log for documenting counters.  The first 
counter defined documents lifetime power-on resets.

44 e05179r8 Clarifies the operation of the Security feature set without changing operation relative to 
ATA/ATAPI-7.  There is a second proposal that will be integrated into ACS-2 to close some of 
the security holes.

45  e06150r5 Adds the definition of FPDMA Read and Write commands as defined in Serial ATA Rev 2.5
46 e06144r6 New Feature: Adds the ability to control a Free Fall sensor in the device.
47 e06126r3 Clarifies the operation of NOP and makes a variety of unrelated small changes.
48 e06190r3 Clarifies the interaction of Cache, NV Cache, and Media.
49 e05122r6 Adds annex E which contains guidelines for implementing 1K and 4K physical sector drives
50 e07122r0 Changed reference from IEEE P1667 to IEEE 1667
51 e07112r1 Reduces the number of options available in WRITE UNCORRECTABLE
52 e07130r1 Adds documentation to IDENTIFY DEVICE data which shows the interaction of the various 

bits and fields.
53 e07131r3 Adds SATA 2.5 material which was not addressed by e06150.  This includes SSP, Phy 

Counter log pages, and SET FEATUREs.
54 e07155r1 New Feature: Requires a device with rotating media to populate IDENTIFY DEVICE word 217.
55 e03124r12 Updates the HPA feature set to better clarify the interaction of the 28-bit and 48-bit versions on 

the HPA commands.
56
57
58
59
60
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Foreword 
(This foreword is not part of this standard.)

Requests for interpretation, suggestions for improvement and addenda, or defect reports are welcome.  They 
should be sent to the INCITS Secretariat, ITI, 1250 Eye Street, NW, Suite 200, Washington, DC 20005-3922.

This standard was processed and approved for submittal to ANSI by InterNational Committee for Information 
Technology Standards (INCITS).  Committee approval of this standard does not necessarily imply that all 
committee members voted for approval.  At the time it approved this standard, INCITS had the following 
members:

Karen Higginbottom, Chair

David Michael, Vice-chair

Monica Vago, Secretary

Technical Committee T13 on ATA Interfaces, that reviewed this standard, had the following members and 
additional participants:

Dan Colegrove, Chairman

Jim Hatfield, Vice-Chairman

Mark Overby, Secretary

[Editors Note: Insert T13 Membership List Here]

Introduction
This standard encompasses the following:
Clause 1 describes the scope.
Clause 2 provides normative references for the entire standard.
Clause 3 provides definitions, abbreviations, and conventions used within the entire standard.
Clause 4 describes the general operating requirements of the command layer.
Clause 5 describes the ATA protocols used by the commands in this standard
Clause 6 describes status and error bits
Clause 7 describes commands
Clause 8 describes the SCT Command Transport
Clause 9 describes command normal and error outputs
Annex A disrobes log pages
Annex B provides command summaries
Annex C describes considerations for using devices with non-512 byte sectors
Annex D provides a tutorial on how to use SCT
Annex E provides implementation guidelines for 1K/4K sectors
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Working Draft AT Attachment 8 - ATA/ATAPI Command Set (ATA8-ACS) 1 

1 Scope
The set of AT Attachment standards consists of this standard and the ATA implementation standards described in 
AT Attachment - 8 ATA/ATAPI Architecture Model ATA8-AAM.  The AT Attachment ATA Command Set 
(ATA8-ACS) specifies the command set host systems use to access storage devices.  It provides a common 
command set for systems manufacturers, system integrators, software suppliers, and suppliers of intelligent 
storage devices.  Figure 1 shows the relationship of this standard to the other standards and related projects in 
the ATA and SCSI families of standards and specifications.

Figure 1 — ATA document relationships 

ATA8-ACS maintains compatibility with the AT Attachment with Packet Interface - 7 standard (ATA/ATAPI-7), 
INCITS 397-2005 volume 1, and while providing additional functions.  ATA8-ACS is not intended to require 
changes to devices or software that comply with previous ATA standards.
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2 Normative references 
The following standards contain provisions that, through reference in the text, constitute provisions of this 
standard.  At the time of publication, the editions indicated were valid.  All standards are subject to revision, and 
parties to agreements based on this standard are encouraged to investigate the possibility of applying the most 
recent editions of the standards listed below.  

Copies of the following documents may be obtained from ANSI: Approved ANSI standards, approved and draft 
international and regional standards (ISO, IEC, CEN/CENELEC, ITUT), and approved and draft foreign 
standards (including BSI, JIS, and DIN).  For further information, contact ANSI Customer Service Department at 
212-642-4900 (phone), 212-302-1286 (fax), or via the World Wide Web at http://www.ansi.org.

Additional availability contact information is provided below as needed.

2.1 Approved references
Table 1 lists approved ANSI standards, approved international and regional standards (ISO, IEC, 
CEN/CENELEC, ITUT), may be obtained from the international and regional organizations who control them.  To 
obtain copies of these documents, contact Global Engineering or INCITS.  Additional information may be 
available at http://www.t10.org and http://www.t13.org

2.2 References under development
At the time of publication, the following referenced standards were still under development.  For information on 
the current status of the document, or regarding availability, contact the relevant standards body or other 
organization as indicated.

Table 1 — Approved ANSI References

Name Reference
Protected Area Run Time Interface Extensions (PARTIES) ANSI INCITS 346-2001
AT Attachment with Packet Interface Extension (ATA/ATAPI-4) ANSI INCITS 317-1998
AT Attachment with Packet Interface Extension (ATA/ATAPI-5) ANSI INCITS 340-2000
AT Attachment with Packet Interface Extension (ATA/ATAPI-6) ANSI INCITS 361-2002
AT Attachment with Packet Interface Extension (ATA/ATAPI-7) ANSI INCITS 397-2005

ISO/IEC 14776-971
Time Limited Commands (TLC) ANSI INCITS TR37-2004
SMART Command Transport (SCT) ANSI INCITS TR38-2005
Address Offset Alternate Boot Feature ANSI INCITS TR27-2001
Acoustics – Measurement of airborne noise emitted by information technology 
and telecommunications equipment

ISO/IEC 7779:1999(E)

SCSI Primary Commands - 3 (SPC-3) ANSI INCITS 408-2005
ISO/IEC 14776-453
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Editor’s Note 1: Do we still need to list the doc number for ATA/ATAPI-7 Amendment 1?  Also, need to 
remove the ? from ISO/IEC 14776-860

For more information on the current status of the T10 documents, contact INCITS.  To obtain copies of T10 or 
SFF documents, contact Global Engineering.  

2.3 Other references
The following standards and specifications are also referenced.

The CE-ATA Digital Protocol Specification.
For the CE-ATA Storage Interface Specification published by CE-ATA, contact them at 
http://www.ce-ata.org

CompactFlash™ Association Specification, Revision 4.0
For the CompactFlash™ Association Specification published by the CompactFlash™ Association, 
contact the CompactFlash™ Association at http://www.compactflash.org.

The MultiMedia Card System Specification
For the MultiMedia Card System Specification published by the MultiMedia Card Association, Inc, 
contact them at 925-417-0127 or http://www.mmca.org

RFC 3280, Internet X.509 Public Key Infrastructure: Certificate and Certificate Revocation List (CRL) Profile, 
IETF, 2002.

For RFC 3280  contact the Internet Engineering Task Force at http://www.ietf.org.

RFC 3281, An Internet Attribute Certificate: Profile for Authorization, IETF, 2002
For RFC 3280  contact the Internet Engineering Task Force at http://www.ietf.org

SD Card ATA Command Extension (SDA 3C)
For SDA 3C published by the SD Card Association, contact them at http://www.sdcard.org

Serial ATA revision 2.5 (SATA 2.5)
For the SATA 2.5 specification published by SATA-IO, contact them at http://www.sata-io.org

Smart Media ATA Command Extension
For the Smart Media ATA Command Extension, contact the Solid State Floppy Disk Forum at 
http://www.ssfdc.or.jp

Table 2 — References Under Development

Name Project Number
AT Attachment-8 - Parallel Transport (ATA8-APT) INCITS 1698D

ISO/IEC 14776-881
AT Attachment-8 – ATA/ATAPI Architecture Model (ATA8-AAM) INCITS 1700D

ISO/IEC 14776-861
Method to Disable Data Transfer after Error Technical Report INCITS 1825DT
AT Attachment-8 – ATA Serial Transport (ATA8-AST) INCITS 1697D

ISO/IEC 14776-860
ATA/ATAPI-7 Amendment 1 ANSI INCITS.397-2005/AM 1-2006

ISO/IEC 14776-971?
INCITS T13/e05108

Host Bus Adapter – 2 (HBA-2) INCITS 2014D
Information Technology - Open Systems Interconnection - The 
Directory: Public-key and attribute certificate frameworks, ITU, 
2000

ISO/IEC FDIS 9594-8
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Editor’s Note 2: I have contacted the ssfdc to determine if this specification is still available and find 
out information on how to obtain the latest version.
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3 Definitions, abbreviations, and conventions

3.1 Definitions and abbreviations
3.1.1 ASCII Character: Designates 8-bit value that is encoded using the ASCII Character set.
3.1.2 acoustics: Measurement of airborne noise emitted by information technology and 

telecommunications equipment [ISO 7779:1999(E)]
3.1.3 ATA device: A device implementing the General feature set.
3.1.4 ATA8-ACS device: A device that complies with this standard.
3.1.5 ATAPI (AT Attachment Packet Interface) device: A device implementing the PACKET feature 

set.
3.1.6 AV (Audio-Video): Audio-Video applications use data that is related to video images and/or 

audio.  The distinguishing characteristic of this type of data is that accuracy is of lower priority 
than timely transfer of the data.

3.1.7 Background Activities: Activities initiated by a command that occur after command completion 
has been reported.

3.1.8 BIOS (Basic Input/Output System): An initial application client run by a computer when power 
is applied. The primary function of BIOS is initialize various components of the system, including 
storage devices.

3.1.9 Block Data: Block Data is the data transferred to or from the device using SCT read/write log 
capabilities.

3.1.10 Cache: A data storage area outside the area accessible by application clients that may contain a 
subset of the data stored in the non-volatile data storage area.

3.1.11 CFA (CompactFlash™ Association): The CompactFlash™ Association which created the 
specification for compact flash memory that uses the ATA interface.

3.1.12 check condition: For ATAPI devices, this indicates an error or exception condition has 
occurred.

3.1.13 CHS (cylinder-head-sector): An obsolete method of addressing the data on the device by 
cylinder number, head number, and sector number.

3.1.14 command aborted: Command completion with ERR set to one in the Status field and ABRT set 
to one in the Error field.

3.1.15 command acceptance: Positive acknowledgement of a command being received by a device.  
See the appropriate transport standard for a definition of positive acknowledgement.

3.1.16 Command Block: In a parallel implementation this is the set of interface registers used for 
delivering commands to the device or posting status from the device.  In a serial implementation, 
the command block fields are FIS payload fields.  

3.1.17 command completion: The completion by the device of the action requested by the command 
or the termination of the command with an error, the setting of the appropriate bits in the Error 
field, and the setting of the appropriate bits in the Status field.

3.1.18 command packet: A data structure transmitted to the device during the execution of a PACKET 
command that includes the command and command parameters.  

3.1.19 command released: When a device supports the TCQ feature set, a command is considered 
released when a release occurs before command completion.

3.1.20 device: A storage-related peripheral.  Traditionally, a device on the interface has been a hard 
disk drive, but any form of storage device may be placed on the interface provided the device 
adheres to this standard.

3.1.21 DMA (direct memory access) data transfer: A means of data transfer between device and 
host memory without host processor intervention.

3.1.22 DRQ data block: A unit of data words associated with available status when using either the 
PIO data-in command protocol or the PIO data-out command protocol.
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3.1.23 FIS: The Frame Information Structure for the serial interface.
3.1.24 hardware reset:  the routine performed by a device after a hardware reset event as defined in 

ATA8-AAM. The hardware reset routine performed by the device includes the actions performed 
by the device for a software reset, and the actions defined in ATA8-AAM, this standard, and the 
applicable transport standards.

3.1.25 host: The computer system executing the application client (e.g., BIOS, operating system, or 
device driver) controlling the device and the adapter hardware for the ATA interface to the 
device.

3.1.26 host adapter: The implementation of the host transport, link, and physical layers.
3.1.27 LBA (logical block address): The value used to reference a logical sector.
3.1.28 logical sector: A set of logical words accessed and referenced as a unit (see IDENTIFY 

DEVICE data words 118:117).  These units are referenced by Logical Block Addresses.
3.1.29 log: A collection of data accessed using log commands.
3.1.30 log address: A numeric value that a log command uses to identify a specific log.
3.1.31 log command:  A SMART READ LOG command, SMART WRITE LOG command, or GPL 

feature set command.
3.1.32 log page: A unit of measure for determining the size of a log.  Each log page is a 512-byte block 

of data.  A log consists of one or more pages.
3.1.33 Master Password Capability: The Master Password Capability indicates whether or not the 

Master password may be used to unlock the device. This was formerly know as “Security Level”.
3.1.34 Media: The material on which data is stored.
3.1.35 Media Access Command: Any command which causes the device to access non-volatile 

media.
3.1.36 native max address: The highest address a device accepts in the factory default condition, that 

is, the highest address that is accepted by the SET MAX ADDRESS command.
3.1.37 Non-Volatile cache: Cache that retains data through all power and reset events.  Non-volatile 

cache shall be a subset of the non-volatile media.
3.1.38 Non-Volatile Media: Physical storage media that retains data written to it for subsequent read 

operations through all power and reset events (e.g. magnetic media, optical media, flash media).
3.1.39 NV Cache Pinned Set: The set of logical blocks that have been made un-removable from the 

NV Cache by the host.  Writes to logical blocks represented in the NV Cache Pinned Set always 
results in valid data in the NV Cache Set.

3.1.40 NV Cache Set: The set of logical blocks currently represented in the device's entire NV Cache.
3.1.41 NV Cache Set Data: A data structure representing the standard format of transmitting logical 

blocks in the form of a list of LBA Range Entries.
3.1.42 NV Cache Unpinned Set: The set of logical blocks that are represented in the NV Cache Set 

but not represented in the NV Cache Pinned Set.  The NV Cache Pinned Set and the NV Cache 
Unpinned Set are mutually exclusive. NV Cache Unpinned Set is completely managed by the 
device and logical blocks represented in the NV Cache Unpinned Set may be added or removed 
from the NV Cache Set at any time.  

3.1.43 Password Attempt Counter Exceeded: There were too many attempts to unlock the device 
with an incorrect password.  This is a name associated with  IDENTIFY DEVICE, word 128, bit 4.

3.1.44 PATA: A device implementing the parallel transport, see ATA8-APT
3.1.45 physical sector: One or more contiguous logical sectors that are read from or written to the 

device media in a single operation.
3.1.46 PIO (programmed input/output) data transfer: PIO data transfers are performed using PIO 

commands and protocol.
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3.1.47 power cycle: the period from when power is removed from a host or device until the subsequent 
power-on event (see ATA8-AAM).

3.1.48 power-on reset: the host specific routine performed by the host or the routine performed by a 
device after detecting a power-on event. The power-on reset routine performed by a device 
includes the actions performed by the device for a hardware reset and a software reset, and the 
actions defined in ATA8-AAM, this standard, and the applicable transport standards.

3.1.49 queued: Command queuing allows the host to issue concurrent commands to the same device.  
Only commands included in the Tagged Command Queuing (TCQ) feature set may be queued.  
In this standard, the queue contains all commands for which command acceptance has occurred 
but command completion has not occurred.

3.1.50 Queued Command:  A NCQ command that has reported command acceptance but not 
command completion.

3.1.51 read command: A command that causes the device to transfer data from the device to the host.  
The following commands are read commands: READ DMA, READ DMA EXT, READ DMA 
QUEUED, READ DMA QUEUED EXT, READ FPDMA QUEUED, READ MULTIPLE, READ 
MULTIPLE EXT, READ SECTOR(S), READ SECTOR(S) EXT, READ STREAM DMA, READ 
STREAM DMA EXT, READ VERIFY SECTOR(S), or READ VERIFY SECTOR(S) EXT.

3.1.52 release: The action by a device implementing the TCQ feature set that allows a host to select an 
alternate device or deliver another queued command.

3.1.53 SATA: A device implementing the serial transport, see ATA8-AST
3.1.54 sector: See logical sector.
3.1.55 Security Is Disabled: The Security feature set is supported, but there is no valid User 

password.  There is a Master password.  Access to user data is not restricted by the Security  
feature set. The terms 'Security Is Locked' and 'Security Is Unlocked' are not applicable. (e.g., 
Security states SEC0, SEC1, SEC2).

3.1.56 Security Is Enabled: The Security feature set is supported, and a valid User password has 
been set. (e.g., Security states SEC3, SEC4, SEC5, SEC6).

3.1.57 Security Is Frozen: Security may be either enabled or disabled. Changes to Security states are 
not allowed until after the next power-on or hardware reset. (e.g., Security states SEC2, SEC6).

3.1.58 Security Is Locked: Security is enabled.  In addition, access to the device is restricted. (e.g., 
Security state SEC4).

3.1.59 Security Is Not Frozen: Security may be either enabled or disabled. Changes to Security states 
are allowed (e.g., Security states SEC1, SEC4, SEC5).

3.1.60 Security Is Not Supported: The Security feature set is not supported. The SECURITY 
commands (see 4.20.5) are not supported and shall be command aborted. IDENTIFY DEVICE 
reports that the Security feature set is 'not supported'.

3.1.61 Security Is Unlocked: Security is enabled. A SECURITY UNLOCK command was successful, 
allowing access to the device. (e.g., Security state SEC5, SEC6).

3.1.62 Security Level: See Master Password Capability.
3.1.63 signature: A unique set of values placed in the return parameters used to distinguish command 

sets (e.g.  General, ATAPI device, Port Multiplier).  See table 92 for more information.
3.1.64 software reset: the routine performed by a device after a software reset event as defined in 

ATA8-AAM. The software reset routine includes the actions defined in ATA8-AAM, this standard, 
and the applicable transport standards.

3.1.65 spin-down: the process of bringing a rotating media device’s media to a stop.
3.1.66 spin-up: the process of bringing a rotating media device’s media to operational speed.
3.1.67 Spindle State: The current state of the device's rotational media. There are two possible states: 

spun up/spinning up and spun down/spinning down.
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3.2 Conventions
3.2.1 Overview

Lowercase is used for words having the normal English language meaning.  Certain words and terms used in this 
standard have a specific meaning beyond the normal English language meaning.  These words and terms are 
defined either in clause 3 or in the text where they first appear.

The names of abbreviations, commands, fields, and acronyms used as signal names are in all uppercase (e.g., 
IDENTIFY DEVICE).  Fields containing only one bit are usually referred to as the “name” bit instead of the 
“name” field.  (See 3.2.6 for the naming convention used for naming bits.) 

Names of device fields begin with a capital letter (e.g., Count).

The expression “word n” or “bit n” shall be interpreted as indicating the content of word n or bit n.

3.2.2 Precedence 

If there is a conflict between text, figures, and tables, the precedence shall be tables, figures, then text.

3.2.3 Lists

Unordered lists, those lists describing a sequence, are of the form:

a)
b)
c)

Ordered list are of the form:

1)
2)
3)

3.1.68 Stream: a set of operating parameters specified by a host using the CONFIGURE STREAM 
command (see 7.9) to be used for subsequent READ STREAM commands and WRITE 
STREAM commands.

3.1.69 TCG: Trusted Computing Group: An organization that develops and promotes open standards 
for hardware-enabled trusted computing and security technologies. See 
https://www.trustedcomputinggroup.org for more information.

3.1.70 TCQ (Tagged Command Queuing): TCQ feature set (see 4.24).
3.1.71 transport: The mechanism used to communicate with a device.  See ATA8-APT and ATA8-AST.
3.1.72 unaligned write: A write command that does not start at the first logical sector of a physical 

sector or does not end at the last logical sector of a physical sector.
3.1.73 unrecoverable error: When the device sets either the ERR bit or the DF bit to one in the Status 

field at command completion.
3.1.74 Volatile Cache:  Cache that does not retain data through power cycles.
3.1.75 VS (vendor specific): Bits, bytes, fields, and code values that are reserved for vendor specific 

purposes.  These bits, bytes, fields, and code values are not described in this standard, and 
implementations may vary among vendors.  This term is also applied to levels of functionality 
whose definition is left to the vendor.  

3.1.76 write command: A command that causes the device to transfer data from the host to the device.  
The following commands are write commands: WRITE DMA, WRITE DMA EXT, WRITE DMA 
FUA EXT, WRITE DMA QUEUED, WRITE DMA QUEUED EXT, WRITE DMA QUEUED FUA 
EXT, WRITE FPDMA QUEUED, WRITE MULTIPLE, WRITE MULTIPLE EXT, WRITE MULTIPLE 
FUA EXT, WRITE SECTOR(S), WRITE SECTOR(S) EXT, WRITE STREAM DMA EXT, or 
WRITE STREAM EXT. 

3.1.77 WWN (world wide name): A 64-bit worldwide unique name based upon a company’s IEEE 
identifier.  (See IDENTIFY DEVICE data words (111:108), 7.16.7).  
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3.2.4 Keywords

Several keywords are used to differentiate between different levels of requirements and options.

3.2.4.1 expected:  A keyword used to describe the behavior of the hardware or software in the design models
assumed by this standard.  Other hardware and software design models may also be implemented.

3.2.4.2 mandatory:  A keyword indicating items to be implemented as defined by this standard.

3.2.4.3 may:  A keyword that indicates flexibility of choice with no implied preference.

3.2.4.4 N/A:  A keyword that indicates a field is not applicable and has no defined value and should not be
checked by the host or device.

3.2.4.5 obsolete:  A keyword indicating that the designated bits, bytes, words, fields, and code values that may
have been defined in previous standards are not defined in this standard and shall not be reclaimed for
other uses in future standards.  However, some degree of functionality may be required for items desig-
nated as “obsolete” to provide for backward compatibility.  

Obsolete commands should not be used by the host.  Commands defined as obsolete may be command 
aborted by devices conforming to this standard.  However, if a device does not command abort an 
obsolete command, the minimum that is required by the device in response to the command is command 
completion.

3.2.4.6 optional:  A keyword that describes features that are not required by this standard.  However, if any
optional feature defined by the standard is implemented, the feature shall be implemented in the way
defined by the standard.

3.2.4.7 prohibited:  A keyword indicating that an item shall not be implemented by an implementation.

3.2.4.8 reserved:  A keyword indicating reserved bits, bytes, words, fields, and code values that are set aside for
future standardization.  Their use and interpretation may be specified by future extensions to this or other
standards.  A reserved bit, byte, word, or field shall be cleared to zero, or in accordance with a future
extension to this standard.  The recipient shall not check reserved bits, bytes, words, or fields.  Receipt
of reserved code values in defined fields shall be treated as a command parameter error and reported by
returning command aborted.

3.2.4.9 retired:  A keyword indicating that the designated bits, bytes, words, fields, and code values that had
been defined in previous standards are not defined in this standard and may be reclaimed for other uses
in future standards.  If retired bits, bytes, words, fields, or code values are used before they are
reclaimed, they shall have the meaning or functionality as described in previous standards.

3.2.4.10 shall:  A keyword indicating a mandatory requirement.  Designers are required to implement all such
mandatory requirements to ensure interoperability with other products that conform to this standard.

3.2.4.11 should:  A keyword indicating flexibility of choice with a strongly preferred alternative.  Equivalent to the
phrase “it is recommended”.

3.2.5 Numbering

Numbers that are not immediately followed by a lowercase “b” or “h” are decimal values.  Numbers that are 
immediately followed by a lowercase “b” (e.g., 01b) are binary values.  Numbers that are immediately followed by 
a lowercase “h” (e.g., 3Ah) are hexadecimal values.

3.2.6 Bit conventions

Bit (n:m) denotes a set of bits, for example, bits (7:0).
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3.2.7 State diagram conventions

State diagrams shall be as shown in Figure 2.

Figure 2 — State diagram convention

Each state is identified by a state designator and a state name.  The state designator is unique among all states 
in all state diagrams in this document.  The state designator consists of a set of letters that are capitalized in the 
title of the figure containing the state diagram followed by a unique number.  The state name is a brief description 
of the primary action taken during the state, and the same state name may appear in other state diagrams.  If the 
same primary function occurs in other states in the same state diagram, they are designated with a unique letter 
at the end of the name.  Additional actions may be taken while in a state and these actions are described in the 
state description text.

Each transition is identified by a transition label and a transition condition.  The transition label consists of the 
state designator of the state from which the transition is being made followed by the state designator of the state 
to which the transition is being made.  In some cases, the transition to enter or exit a state diagram may come 
from or go to a number of state diagrams, depending on the command being executed.  In this case, the state 
designator is labeled State_name.  The transition condition is a brief description of the event or condition that 
causes the transition to occur and may include a transition action, indicated in italics, that is taken when the 
transition occurs.  This action is described fully in the transition description text.

Upon entry to a state, all actions to be executed in that state are executed.  If a state is re-entered from itself, all 
actions to be executed in the state are executed again.

Transitions from state to state shall be instantaneous.

State Designator: State_name

Transition Label

Transition Condition

State Designator: State_name

Transition Action

Transition Label

Entry Condition

Transition Action
Transition Label

Exit Condition

Transition Action
State_Name

Transition Label
Transition Condition

Transition Action

State re-entry
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3.2.8 Byte, word, DWord, and QWord Relationships

Figure 3 illustrates the relationship between bytes, words DWords, and QWords.

Figure 3 — Byte, word, DWord and QWord relationships
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Word
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Byte 7 Byte 6 Byte 5 Byte 4 Byte 3 Byte 2 Byte 1 Byte 0
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4 Feature set definitions

4.1 Overview
Table 3 lists the feature sets in alphabetical order and provides an indication of support for devices that support 
the General and Packet feature sets.

Commands may be delivered in two forms.  For devices that implement the General feature set, all commands 
and command parameters are delivered by transmitting a Command Block to the device.

Devices that implement the PACKET feature set use DEVICE RESET and PACKET commands as well as a 
subset of the General feature set to control the device.

The content of command packets delivered during execution of the PACKET command are not described in this 
standard.

If the host issues a command that is indicated as not supported in the IDENTIFY DEVICE data, the device shall 
abort the command.

4.2 General feature set
The following General feature set commands are mandatory for all devices that are capable of both reading and 
writing their media and do not implement the PACKET feature set:

a) EXECUTE DEVICE DIAGNOSTIC

Table 3 — Feature Set Summary

Feature set General Devices Packet Devices
48-Bit Address feature set (see 4.4) O P
Advanced Power Management feature set (see 4.5) O O
Automatic Acoustic Management feature set (see 4.6) O O
Compact Flash feature set(see 4.7) N N
Device Configuration Overlay feature set (see 4.8) O O
Free-fall Control feature set (see 4.9) O P
General feature set (see 4.2) M P
General Purpose Logging feature set (see 4.10) O O
Host Protected Area feature set (see 4.11) O O
Long Logical Sector feature set (see 4.12) O N
Long Physical Sector feature set(see 4.13) O N
Media Card Pass Through Command feature set (see 4.14) N P
Native Command Queuing (NCQ) feature set (see 4.15) O P
NV Cache feature set (see 4.16) O P
NV Cache Power Management feature set (see 4.17) O P
PACKET feature set (see 4.3) P M
Power management feature set (see 4.18) M O
Power-Up In Standby feature set (see 4.19) O O
Security feature set (see 4.20) O O
SMART feature set (see 4.21) O P
Software Settings Preservation (see 4.22) O P
Streaming feature set (see 4.23) O P
Tagged Command Queuing feature set (see 4.24) O P
Trusted Computing feature set (see 4.25) O P
Write-Read-Verify feature set (see 4.26) O O
Key: M – Mandatory, O – Optional, P – Prohibited, N – Not defined
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b) FLUSH CACHE
c) IDENTIFY DEVICE
d) READ DMA
e) READ MULTIPLE
f) READ SECTOR(S)
g) READ VERIFY SECTOR(S)
h) SET FEATURES
i) SET MULTIPLE MODE
j) WRITE DMA
k) WRITE MULTIPLE
l) WRITE SECTOR(S)

The following General feature set commands are mandatory for all devices that are capable of only reading their 
media and do not implement the PACKET feature set:

a) EXECUTE DEVICE DIAGNOSTIC
b) IDENTIFY DEVICE
c) READ DMA
d) READ MULTIPLE
e) READ SECTOR(S)
f) READ VERIFY SECTOR(S)
g) SET FEATURES
h) SET MULTIPLE MODE

The following General feature set commands are optional for devices not implementing the PACKET feature set:

a) DOWNLOAD MICROCODE
b) NOP
c) READ BUFFER
d) WRITE BUFFER
e) WRITE UNCORRECTABLE

The following Packet feature set command is prohibited for use by devices not implementing the PACKET 
feature set:

a) DEVICE RESET

4.3 The PACKET feature set
4.3.1 Overview

The optional PACKET feature set provides for ATAPI devices that require command parameters that are too 
extensive to be expressed in the return data structure.  Devices implementing the PACKET feature set exhibit 
responses different from those exhibited by devices not implementing this feature set.

The following commands are mandatory for all devices implementing the PACKET feature set:

a) PACKET
b) DEVICE RESET
c) EXECUTE DEVICE DIAGNOSTIC
d) IDENTIFY DEVICE
e) IDENTIFY PACKET DEVICE
f) NOP
g) READ SECTOR(S)
h) SET FEATURES

The following General feature set commands are optional for all devices implementing the PACKET feature set:

a) FLUSH CACHE
b) READ LOG EXT
c) WRITE LOG EXT
d) READ LOG DMA EXT
e) WRITE LOG DMA EXT
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The following General feature set commands are prohibited for use by devices implementing the PACKET 
feature set.

a) DOWNLOAD MICROCODE
b) READ BUFFER
c) READ DMA
d) READ MULTIPLE
e) READ VERIFY
f) SET MULTIPLE MODE
g) WRITE BUFFER
h) WRITE DMA
i) WRITE MULTIPLE
j) WRITE SECTOR(S)
k) WRITE UNCORRECTABLE

4.3.2 Identification of PACKET feature set devices

 The IDENTIFY DEVICE command shall be command aborted and shall return the signature unique to devices 
implementing the PACKET feature set. The IDENTIFY PACKET DEVICE command is used by the host to get 
identifying parameter information for a device implementing the PACKET feature set (See 7.16.5 and 7.17).

4.3.3 Processing resets for the PACKET feature set

ATAPI devices process power-on resets, hardware resets, and software resets as described in this standard for 
ATA devices, except ATAPI devices return a unique signature when the reset is complete (see the appropriate 
transport standard for details).  In addition, ATAPI devices implement the DEVICE RESET command (see 7.11)  

4.3.4 The PACKET command

The PACKET command allows a host to send a command to the device via a command packet.  The command 
packet contains the command and command parameters that the device is to execute (See clause 1).

The protocol for handling the transmission of the PACKET command and associated data is transport specific.

4.4 48-bit Address feature set
The optional 48-bit Address feature set allows devices with capacities up to 281,474,976,710,655 logical sectors.  
This allows device capacity up to 144,115,188,075,855,360 bytes for a 512 byte logical block device.  In addition, 
the number of logical sectors that may be transferred by a single command are increased to 65,536.

The commands in the 48-bit Address feature set are prohibited for use by for devices implementing the PACKET 
feature set.

Commands unique to the 48-bit Address feature set are:

a) FLUSH CACHE EXT
b) READ DMA EXT
c) READ DMA QUEUED EXT
d) READ MULTIPLE EXT
e) READ NATIVE MAX ADDRESS EXT
f) READ SECTOR(S) EXT
g) READ VERIFY SECTOR(S) EXT
h) SET MAX ADDRESS EXT
i) WRITE DMA EXT
j) WRITE DMA FUA EXT
k) WRITE DMA QUEUED EXT
l) WRITE DMA QUEUED FUA EXT
m) WRITE MULTIPLE EXT
n) WRITE MULTIPLE FUA EXT
o) WRITE SECTOR(S) EXT



T13/1699-D Revision 4 May 15, 2007

16 Working Draft AT Attachment 8 - ATA/ATAPI Command Set (ATA8-ACS)

The 48-bit Address feature set operates in LBA only.  Devices implementing the 48-bit Address feature set shall 
also implement commands that use 28-bit addressing.  28-bit and 48-bit commands may be intermixed.  Support 
for the 48-bit Address feature set is indicated in the IDENTIFY DEVICE data.

In a device implementing the 48-bit Address feature set, the Feature field and the Count field are 16 bits long, but 
the LBA field is 48-bits long.

The device shall indicate support of the 48-bit Address feature set in the IDENTIFY DEVICE data.  In addition, 
IDENTIFY DEVICE data words (103:100) contain the maximum user LBA + 1 that is accessible by 48-bit 
addressable commands.

See 4.11.4 for a description of how to set IDENTIFY DEVICE data words 60-61 and 100-103.

When the 48-bit Address feature set is implemented, the native maximum address is the highest address 
accepted by the device in the factory default condition using a 48-bit Address feature set command.  The native 
maximum address is the value returned by a READ NATIVE MAX ADDRESS EXT command.  If the native 
maximum address of a device is equal to or less than 268,435,454, a READ NATIVE MAX ADDRESS shall 
return the native maximum address.  If the native maximum address is greater than 268,435,454, a READ 
NATIVE MAX ADDRESS command shall cause the device to return a maximum value of 268,435,454.

When the 48-bit Address feature set is implemented, the SET MAX ADDRESS command shall execute as 
described in 7.49.2.  However, in addition to modifying the content of words (61:60), the new content of (61:60) 
shall also be placed in words (103:100).  When a SET MAX ADDRESS EXT command is issued and the address 
requested is greater than 268,435,455, words (103:100) shall be modified to reflect the requested value but 
words 60, and 61 shall not be modified.  When a SET MAX ADDRESS EXT command is issued and the address 
requested is equal to or less than 268,435,455, words (103:100) shall be modified to reflect the requested value 
and words 60, and 61 shall be modified as described in 7.49.2.1.

If a Host Protected Area has been created using the SET MAX ADDRESS command, all SET MAX ADDRESS 
EXT commands shall result in command aborted until the Host Protected Area is eliminated by use of the SET 
MAX ADDRESS command with the address value returned by the READ NATIVE MAX ADDRESS command.  If 
a Host Protected Area has been created using the SET MAX ADDRESS EXT command, all SET MAX 
ADDRESS commands shall result in command aborted until the Host Protected Area is eliminated by use of the 
SET MAX ADDRESS EXT command with the address value returned by the READ NATIVE MAX ADDRESS 
EXT command.

4.5 Advanced Power Management feature set
The Advanced Power Management feature set is an optional feature set that allows the host to select a power 
management level.  The power management level is specified using a scale from the lowest power consumption 
setting of 01h to the maximum performance level of FEh, see table 41 in 7.48.6.  Device performance may 
increase with increasing power management levels.  Device power consumption may increase as the power 
management setting numerically increases.  A device may implement one power management method for two or 
more contiguous power management levels.  For example, a device may implement one power management 
method from level 80h to A0h and a higher performance, higher power consumption method from level A1h to 
FEh.  Advanced power management levels 80h and higher do not permit the device to spin down to save power.

The Advanced Power Management feature set uses the following functions:

a) A SET FEATURES subcommand to enable Advanced Power Management
b) A SET FEATURES subcommand to disable Advanced Power Management

Advanced Power Management is independent of the Standby timer setting.  If both Advanced Power 
Management and the Standby timer are set, the device shall go to the Standby state when the timer times out or 
the device’s Advanced Power Management algorithm indicates that the Standby state should be entered.

The IDENTIFY DEVICE command indicates that Advanced Power Management is supported, whether 
Advanced Power Management is enabled, and the current advanced power management level if Advanced 
Power Management is enabled.
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4.6 Automatic Acoustic Management feature set
The Automatic Acoustic Management feature set is an optional feature set that allows the host to select an 
acoustic management level.  The acoustic management level ranges from the setting of 00h to FFh, although 
many levels are currently retired (see table 43).  Device performance and acoustic emanation may increase with 
increasing acoustic management levels.  The acoustic management levels may contain discrete bands.  For 
example, a device may implement one acoustic management method from level 80h to A0h, and a higher 
performance, higher acoustic emanation method from level A1h to FEh.  

The Automatic Acoustic Management feature set uses the following functions:

a) A SET FEATURES subcommand to enable the Automatic Acoustic Management feature set
b) A SET FEATURES subcommand to disable the Automatic Acoustic Management feature set

The IDENTIFY DEVICE or IDENTIFY PACKET DEVICE data indicates if the Automatic Acoustic Management 
feature set is supported, if the Automatic Acoustic Management feature set is enabled, and the current automatic 
acoustic management level if the Automatic Acoustic Management feature set is enabled.

4.7 CompactFlash™ Association (CFA) feature set
The optional CompactFlash™ Association (CFA) feature set provides support for devices that implement the 
CFA specifications.  A device that implements the CFA feature set shall implement the following minimum set of 
commands:

a) CFA REQUEST EXTENDED ERROR CODE
b) CFA WRITE SECTORS WITHOUT ERASE
c) CFA ERASE SECTORS
d) CFA WRITE MULTIPLE WITHOUT ERASE
e) CFA TRANSLATE SECTOR
f) SET FEATURES Enable/Disable 8-bit transfer

Devices reporting the value 848Ah in IDENTIFY DEVICE data word 0 or devices having bit 2 of IDENTIFY 
DEVICE data word 83 set to one shall support the CFA feature Set.  If the CFA feature set is implemented, all the 
CFA commands and the Enable/Disable 8-Bit transfers shall be implemented.

Support of DMA commands is optional for devices that support the CFA feature set.

The CFA ERASE SECTORS command preconditions the logical sector for a subsequent CFA WRITE 
SECTORS WITHOUT ERASE or CFA WRITE MULTIPLE WITHOUT ERASE command to achieve higher 
performance during the write operation.  The CFA TRANSLATE SECTOR command provides information about 
a logical sector such as the number of write cycles performed on that sector and an indication of the logical 
sector’s erased precondition.  The CFA REQUEST EXTENDED ERROR CODE command provides more 
detailed error information.

4.8 Device Configuration Overlay (DCO) feature set
The optional Device Configuration Overlay feature set allows a utility program to modify some of the optional 
commands, modes, and feature sets that a device reports as supported in the IDENTIFY DEVICE or IDENTIFY 
PACKET DEVICE data as well as the capacity reported.

Commands unique to the Device Configuration Overlay feature set use a single command code and are 
differentiated from one another by the value placed in the Feature field.  These commands are:

a) DEVICE CONFIGURATION FREEZE LOCK
b) DEVICE CONFIGURATION IDENTIFY
c) DEVICE CONFIGURATION RESTORE
d) DEVICE CONFIGURATION SET

The Device Configuration Overlay feature set may affect words in IDENTIFY DEVICE data, IDENTIFY PACKET 
DEVICE data, and other commands.  Certain bits in these words that indicate that a command, mode, capacity, 
or feature set is supported and enabled may be cleared by a DEVICE CONFIGURATION SET command.  For a 
particular command, mode, capacity, or feature set, when a bit is cleared indicating that the device does not 
support the feature, the device shall not provide the feature.
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The maximum capacity of the device may be reduced.  Since a Host Protected Area may be lost if the capacity of 
the device is reduced, when a Host Protected Area is set the DEVICE CONFIGURATION SET command shall 
cause the device to return command aborted.  The address value returned by a READ NATIVE MAX ADDRESS 
or READ NATIVE MAX ADDRESS EXT command is modified by the DEVICE CONFIGURATION SET command 
modifying the maximum capacity of the device.

If a DEVICE CONFIGURATION FREEZE LOCK command has been completed by a device since the last 
power-on reset processed by the device, then the device shall return command aborted for any subsequent 
DEVICE CONFIGURATION SET command.  During processing of a power-on reset or hardware reset, a device 
shall not change the settings made by a DEVICE CONFIGURATION SET command.

A DEVICE CONFIGURATION IDENTIFY command specifies the selectable commands, modes, capacity, and 
feature sets that the device is capable of supporting.  After the execution of a DEVICE CONFIGURATION SET 
command this information is no longer available from an IDENTIFY DEVICE or IDENTIFY PACKET DEVICE 
command but the data that DCO IDENTIFY returns is not changed by DCO SET or DCO RESTORE.

A DEVICE CONFIGURATION RESTORE command enables all capabilities that have been disabled by DEVICE 
CONFIGURATION SET command and returns the IDENTIFY DEVICE or IDENTIFY PACKET DEVICE data to 
that indicated by the DEVICE CONFIGURATION IDENTIFY command.  If the value returned in IDENTIFY 
DEVICE data words (103:100) is less than the native max address for a device (i.e., a host protected area has 
been established), then the device shall command abort a DEVICE CONFIGURATION RESTORE command. If a 
DEVICE CONFIGURATION FREEZE LOCK command has been completed by a device since the device 
processed a power-on reset, then the device shall abort any DEVICE CONFIGURATION RESTORE commands.

A DEVICE CONFIGURATION FREEZE LOCK command prevents accidental modification of the state of the 
Device Configuration Overlay feature set.

If a device has not completed a DEVICE CONFIGURATION SET command without error, then a device shall be 
in the DCO Factory_config state after processing a power-on reset.  If a device has completed a DEVICE 
CONFIGURATION SET command without error, then a device shall be in the DCO Reduced_config state after 
processing a power-on reset.

After completing a DEVICE CONFIGURATION FREEZE LOCK command without error, a device aborts all 
DEVICE CONFIGURATION SET, DEVICE CONFIGURATION IDENTIFY, and DEVICE  CONFIGURATION 
RESTORE commands until after completing the subsequent power-on reset. If a device is in the DCO_locked 
state, then processing a hardware reset or software reset does not cause the device to change state.

Figure 4 and the text following the figure describe the operation of the Device Configuration Overlay feature set.
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Figure 4 — Device Configuration Overlay state diagram
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Transition DCO0:DCO2: When a valid DEVICE CONFIGURATION SET command is received, the device shall 
return successful command completion and make a transition to the DCO2: Reduced_config state.  See 
Transition DCO0:DCO0 for the definition of conditions that make a DEVICE CONFIGURATION SET command 
invalid.  This transition is made even if the configuration described by the DEVICE SET CONFIGURATION SET 
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d) the elimination of support of the Security feature set if the feature set has been enabled.
e) the elimination of support of the SMART feature set if bits (2:1) of word 7 are not cleared to zero or if the 

SMART feature set has been enabled by use of the SMART ENABLE OPERATIONS command.

DCO1: DCO_locked State: This state is entered when a DEVICE CONFIGURATION RESTORE 
command is received.

When in this state, all DEVICE CONFIGURATION FREEZE LOCK, DEVICE CONFIGURATION IDENTIFY, 
DEVICE CONFIGURATION SET, or DEVICE CONFIGURATION RESTORE commands shall return command 
abort and shall remain in the locked state.

Transition DCO1:DCO1: When a DEVICE CONFIGURATION FREEZE LOCK, DEVICE CONFIGURATION 
IDENTIFY, DEVICE CONFIGURATION SET, or DEVICE CONFIGURATION RESTORE command is received, 
the device shall return command aborted and make a transition to the DCO1: DCO_locked state.

DCO2: Reduced_config State: This state is entered when the device powers-up with a reduced 
configuration set or a valid DEVICE CONFIGURATION SET command is received.  

When in this state, the device shall support all commands, modes, features sets, and the capacity specified by 
the DEVICE CONFIGURATION SET command that caused this state to be entered.

Transition DCO2:DCO1: When a DEVICE CONFIGURATION FREEZE LOCK command is received, the device 
shall return successful command completion and make a transition to the DCO1: DCO_locked state.

Transition DCO2:DCO0: When a valid DEVICE CONFIGURATION RESTORE command is received, the 
device shall return successful command completion and make a transition to the DCO0: Factory_config state.  
See Transition DCO2:DCO2 for the definition of conditions that make a DEVICE CONFIGURATION RESTORE 
command invalid.

Transition DCO2:DCO2: When a DEVICE CONFIGURATION SET command is received, the device shall return 
command aborted and make a transition to the DCO2: Reduced_config state.  When an invalid DEVICE 
CONFIGURATION RESTORE command is received, the device shall return command aborted and make a 
transition to the DCO2: Reduced_config state.  A DEVICE CONFIGURATION RESTORE command is invalid if a 
Host Protected Area has been established using the SET MAX ADDRESS command.

4.9 Free-fall Control feature set
The Free-fall Control feature allows the device to protect its data in the event of free-fall detection.  When this 
feature is enabled, upon detecting a free-fall event the device should protect its data from the mechanical 
contacts that may damage data on the device. The implementation of the Free-fall Control feature is vendor 
specific.

Editor’s Note 3: This seems a bit thin.  We need some text pointing to the SET FEATURES as well.

4.10 General Purpose Logging feature set
The General Purpose Logging feature set provides a mechanism for accessing logs in a device.  These logs are 
associated with specific feature sets such as SMART.  Support of the individual logs (see table A.1) is 
determined by support of the associated feature set.  If the device supports a particular feature set, support for 
any associated log(s) is mandatory.

Support for the General Purpose Logging feature set shall not be disabled by disabling SMART.  If the feature set 
associated with a requested log is disabled, the device shall return command aborted.

If the General Purpose Logging feature set is implemented, the following commands shall be supported:

a) READ LOG EXT
b) WRITE LOG EXT

The following commands are optional:

a) READ LOG DMA EXT
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b) WRITE LOG DMA EXT

If the General Purpose Logging feature set is supported, all Host Vendor Specific logs shall be supported (see 
A.9).

4.11 Host Protected Area (HPA) feature set
4.11.1 HPA overview 

A reserved area for data storage outside the normal operating system file system is required for several 
specialized applications. Systems may wish to store configuration data or save memory to the device in a 
location that the operating systems are unable change. The optional Host Protected Area feature set allows a 
portion of the device to be reserved for such an area when the device is initially configured. Commands in the 
HPA feature set are prohibited from use in devices that implement the PACKET feature set. A device that 
implements the Host Protected Area feature set shall implement the following minimum set of commands:

a) READ NATIVE MAX ADDRESS
b) SET MAX ADDRESS

A device that implements the Host Protected Area feature set and supports the 48-bit Address feature set shall 
implement the following additional set of commands:

a) READ NATIVE MAX ADDRESS EXT
b) SET MAX ADDRESS EXT

Devices supporting this feature set shall set IDENTIFY DEVICE data word 82 bit 10 to one.

4.11.2 HPA security extensions

A device supporting the Host Protected Area feature set may optionally include the HPA security extensions. The 
Host Protected Area security commands use a single command code and are differentiated from one another by 
the value placed in the Feature field:

a) SET MAX SET PASSWORD
b) SET MAX LOCK
c) SET MAX FREEZE LOCK
d) SET MAX UNLOCK

Devices supporting these extensions shall set IDENTIFY DEVICE data word 82 bit 10 or IDENTIFY PACKET 
DEVICE data word 82 bit 10 to one, and shall set IDENTIFY DEVICE data word 83 bit 8 or IDENTIFY PACKET 
DEVICE data word 83 bit 8 to one. 

Upon successfully execution of the power-on reset, the HPA security extensions are disabled and IDENTIFY 
DEVICE data word 86 bit 8 or IDENTIFY PACKET DEVICE data word 86 bit 8 is cleared to zero. There is no 
valid HPA password after the device processes a power-on reset and IDENTIFY DEVICE data word 86 bit 8 or 
IDENTIFY PACKET DEVICE data word 86 bit 8 is cleared to zero.

When a SET MAX SET PASSWORD command is executed successfully the HPA security extensions are 
enabled. In addition IDENTIFY DEVICE data word 86 bit 8 or IDENTIFY PACKET DEVICE data word 86 bit 8 
shall be set to one.

4.11.3 28-bit and 48-bit HPA commands interactions

The READ NATIVE MAX ADDRESS or READ NATIVE MAX ADDRESS EXT command allows the host to 
determine the maximum native address space of the device even when a protected area has been allocated.  

The SET MAX ADDRESS or SET MAX ADDRESS EXT command allows the host to redefine the maximum LBA 
of the user accessible address space.  That is, when the SET MAX ADDRESS or SET MAX ADDRESS EXT 
command is issued with a maximum address less than the native maximum address, the device reduces the 
user accessible address space to the maximum specified by the command, providing a protected area above 
that maximum address.  See 4.11.4 for a description of how to set IDENTIFY DEVICE data after issuing a SET 
MAX ADDRESS or SET MAX ADDRESS EXT command.



T13/1699-D Revision 4 May 15, 2007

22 Working Draft AT Attachment 8 - ATA/ATAPI Command Set (ATA8-ACS)

Any read or write command to an address above the maximum address specified by the SET MAX ADDRESS or 
SET MAX ADDRESS EXT command shall cause command completion with the IDNF bit set to one and ERR set 
to one, or command aborted.

A Volatility bit in the Count field allows the host to specify if the maximum address set is preserved after a 
power-on reset or a hardware reset.  During processing a power-on reset or hardware reset, the device sets the 
maximum address to the last non-volatile address setting regardless of subsequent volatile SET MAX ADDRESS 
or SET MAX ADDRESS EXT commands.  If the SET MAX ADDRESS or SET MAX ADDRESS EXT command is 
issued with a value that exceeds the native maximum address command aborted shall be returned.

Software reset does not affect the HPA feature set. Software reset does not change the maximum LBA address 
or the HPA state.

When the device is in unlocked or unfrozen states multiple SET MAX SET PASSWORD commands may be 
processed. The device only keeps the password set by the last SET MAX SET PASSWORD command; 
previously received passwords are overwritten by the new password. There is no limit to the number of times the 
password may be set.

Typical use of these commands is:

After a power-on reset or a hardware reset is processed:

1) BIOS receives control after the reset;
2) BIOS issues a READ NATIVE MAX ADDRESS or READ NATIVE MAX ADDRESS EXT command to find 

the max capacity of the device;
3) BIOS issues a SET MAX ADDRESS or SET MAX ADDRESS EXT command to the values returned by 

READ NATIVE MAX ADDRESS or READ NATIVE MAX ADDRESS EXT;
4) BIOS reads configuration data from the highest area on the disk;
5) BIOS issues a READ NATIVE MAX ADDRESS or READ NATIVE MAX ADDRESS EXT command 

followed by a SET MAX ADDRESS or SET MAX ADDRESS EXT command to reset the device to the 
size of the file system.

On save to disk

1) BIOS receives control prior to shut down;
2) BIOS issues a READ NATIVE MAX ADDRESS or READ NATIVE MAX ADDRESS EXT command to find 

the max capacity of the device;
3) BIOS issues a volatile SET MAX ADDRESS or SET MAX ADDRESS EXT command to the values 

returned by READ NATIVE MAX ADDRESS or READ NATIVE MAX ADDRESS EXT;
4) Memory is copied to the reserved area;
5) Shut down completes;
6) During processing a power-on reset or hardware reset, the device sets the maximum address to the last 

non-volatile address setting regardless of subsequent volatile SET MAX ADDRESS or SET MAX 
ADDRESS EXT commands.

These commands are intended for use only by system BIOS or other low-level boot time process.  Using these 
commands outside BIOS controlled boot or shutdown may result in damage to file systems on the device.  
Devices shall return command aborted if a subsequent non-volatile SET MAX ADDRESS or SET MAX 
ADDRESS EXT command is received after a power-on or hardware reset.

The SET MAX SET PASSWORD command allows the host to define the password to be used during the current 
power cycle. The password does not persist after a power-on reset has been processed but does persist after a 
hardware reset or a software reset has been processed.  This password is not related to the password used for 
the Security feature set.  When the password is set the device is in the Set_Max_Unlocked mode.

 The SET MAX LOCK command provides a method for the host to disable the SET MAX commands (except SET 
MAX UNLOCK) until after the device has processed the next power-on reset or command completion of a SET 
MAX UNLOCK command. When the SET MAX LOCK  command is completed the device is in the 
Set_Max_Locked mode.

The SET MAX UNLOCK command changes the device from the Set_Max_Locked mode to the 
Set_Max_Unlocked mode.
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The SET MAX FREEZE LOCK command provides a method for the host to disable the SET MAX commands 
(including SET MAX UNLOCK) until after the device has processed the next power-on reset. When the SET 
MAX FREEZE LOCK  command is completed the device is in the Set_Max_Frozen mode.

4.11.4 IDENTIFY DEVICE data

When the host issues a SETMAX ADDRESS or SETMAX ADDRESS EXT, several IDENTIFY DEVICE data 
words may be affected.  The following guidelines are used for setting IDENTIFY DEVICE data:

a) if the 48 bit address feature set is not supported then words 61:60 shall contain the total number of user 
addressable sectors and words 103:100 shall be reserved;

b) if the 48 bit address feature set is supported and the total number of user addressable sectors is less 
than or equal to 0FFF_FFFFh then Words 61:60 and 103:100 shall contain the total number of user 
addressable sectors;

c) if the 48 bit address feature set is supported and the total number of user addressable sectors is greater 
than 0FFF_FFFFh then words 61:60 shall contain 0FFF_FFFFh and words 103:100 shall contain the 
total number of user addressable sectors.

Editor’s Note 4: Removed the word BIOS from the following 2 headers.  I think that Locking SET MAX 
is problematic in the way it is currently worded.

4.11.5 Determination of SET MAX security extension status

When the device is locked IDENTIFY DEVICE data word 86 bit 8 or IDENTIFY PACKET DEVICE data word 86 
bit 8 shall be set to one.

4.11.6 Locking SET MAX

To allow for multiple BIOSs to gain access to the protected area the host BIOS should only lock the protected 
area immediately prior to booting the operating system.

4.11.7 HPA State Transition Diagrams

4.11.7.1 State Transition Figures

The HPA state transition diagrams are in five parts: figure 5, figure 6, figure 7, figure 8, and figure 9.
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Figure 5 — HPA Not Set
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Figure 6 — 28-Bit HPA Set

HS1: HPA SET (Volatile)
No Password

HS2: HPA SET (Non-Volatile 1)
No Password

HS3: HPA SET (Non-Volatile 2)
No Password

HS4: HPA SET (Volatile)
Password Set

HS5: HPA SET (Non-Volatile 1)
Password Set

HS6: HPA SET (Non-Volatile 2)
Password Set

SET MAX ADDRESS (Native Max)
HS1b:H0

SET MAX ADDRESS (Native Max)

HPA Not Set

HPA Not Set

HPA Locked

SET MAX SET PASSWORD
HS2:HS5

HS4b:H1

SET MAX LOCK
HS4:HL1

HS4:H0
Power Cycle

HPA Not Set
Hardware Reset or 
Power Cycle

HS1a:H0 HPA Not Set

SET MAX ADDRESS (Volatile)
H0:HS1

HS1c:HS1

SET MAX ADDRESS EXT or
SET MAX LOCK or SET MAX UNLOCK or 
SET MAX FREEZE LOCK (ABRT)

SET MAX ADDRESS (Non-Volatile)
HS1:HS2

Power Cycle
HS5:HS3

SET MAX ADDRESS (Native Max)
HS5:H1HPA Not Set

SET MAX LOCK
HPA Locked

SET MAX ADDRESS 
(Volatile, Native Max)

HS5:HL2

SET MAX ADDRESS (Non-Volatile)
H0a:HS2

SET MAX SET PASSWORD
HS5d:HS5

SET MAX ADDRESS EXT or
SET MAX LOCK or SET MAX UNLOCK or 
SET MAX FREEZE LOCK (ABRT)

HS2a:HS2

Hardware Reset 
HS2b:HS2

SET MAX ADDRESS (Non-Volatile)
(ABRT)

HS2c:HS2

SET MAX ADDRESS (Volatile)

HS2:HS3

SET MAX ADDRESS EXT or
SET MAX LOCK or SET MAX UNLOCK or 
SET MAX FREEZE LOCK (ABRT)

HS3a:HS3

Hardware Reset or Power Cycle

HS3b:HS3

SET MAX ADDRESS (Non-Volatile)
HS3:HS2

SET MAX ADDRESS (Volatile)

HS3d:HS3

SET MAX SET PASSWORD

SET MAX SET PASSWORD
HS3:HS6

Power Cycle
HS6:HS3

HS6:H1HPA Not Set

SET MAX ADDRESS 
(Non-Volatile, Native Max)

HPA Not Set

SET MAX LOCK
HS6:HL3HPA Locked

HS3:H0

SET MAX ADDRESS (Non-Volatile)
HS4:HS5

SET MAX SET PASSWORD
HS1:HS4

SET MAX ADDRESS EXT or
SET MAX UNLOCK or 
SET MAX FREEZE LOCK (ABRT)

HS4a:HS4

Hardware Reset

SET MAX SET PASSWORD

HS4c:HS4

SET MAX ADDRESS (Volatile)
HS4d:HS4

SET MAX ADDRESS EXT or
SET MAX UNLOCK or 
SET MAX FREEZE LOCK (ABRT)

HS5a:HS5

Hardware Reset

HS5b:HS5

HS5c:HS5

SET MAX ADDRESS (Non-Volatile)
(ABRT)

SET MAX ADDRESS EXT or
SET MAX UNLOCK or 
SET MAX FREEZE LOCK (ABRT)

HS6a:HS6

Hardware Reset

SET MAX ADDRESS (Non-Volatile)

HS6b:HS6

HS6:HS5

HS6d:HS6

HS6e:HS6

SET MAX ADDRESS (Volatile)

SET MAX ADDRESS (Volatile)

SET MAX UNLOCK
HL2:HS5

SET MAX UNLOCK
HL1:HS4

SET MAX UNLOCK
HL3:HS6

SET MAX ADDRESS (Volatile)
H1:HS

4

SET MAX ADDRESS (Non-Volatile)
H1:HS

5

HL2:HS3

HL5:HS3

Power Cycle
HL3:HS3

HL6:HS3

HS4a:H1

HS2d:HS2

Power Cycle

HS5e:HS5

HPA Set (28)

HS5:HS3

HS2e:HS2

HS3e:HS3

SET MAX ADDRESS 
(Volatile, Native Max)



T13/1699-D Revision 4 May 15, 2007

26 Working Draft AT Attachment 8 - ATA/ATAPI Command Set (ATA8-ACS)

Figure 7 — 48-Bit HPA Set

HES1: HPA SET (Volatile)
No Password

HES2: HPA SET (Non-Volatile 1)
No Password

HES3: HPA SET (Non-Volatile 2)
No Password

HES4: HPA SET (Volatile)
Password Set

HES5: HPA SET (Non-Volatile 1)
Password Set

HES6: HPA SET (Non-Volatile 2)
Password Set

SET MAX ADDRESS  EXT (Native Max)
HES1b:H0

SET MAX ADDRESS EXT (Native Max)

HPA Not Set

HPA Not Set

HPA Locked

SET MAX SET PASSWORD
HES2:HES5

HES4b:H1

SET MAX LOCK
HES4:HEL1

HES4:H0
Power Cycle

HPA Not Set
Hardware Reset or 
Power Cycle

HES1a:H0 HPA Not Set

SET MAX ADDRESS EXT (Volatile)
H0:HES1

HES1c:HES1

SET MAX ADDRESS or
SET MAX LOCK or SET MAX UNLOCK or 
SET MAX FREEZE LOCK (ABRT)

SET MAX ADDRESS EXT (Non-Volatile)

HES1:HES2

Power Cycle
HES5:HES3

SET MAX ADDRESS EXT (Native Max)
HES5:H1HPA Not Set

SET MAX LOCKHPA Locked

SET MAX ADDRESS EXT 
(Volatile, Native Max)

HES5:HEL2

SET MAX ADDRESS EXT (Non-Volatile)
H0:HES2

SET MAX SET PASSWORD
HES5d:HES5

SET MAX ADDRESS or
SET MAX LOCK or SET MAX UNLOCK or 
SET MAX FREEZE LOCK (ABRT)

HES2a:HES2

Hardware Reset
HES2b:HES2

SET MAX ADDRESS EXT (Non-Volatile)
(ABRT)

HES2c:HES2

SET MAX ADDRESS EXT (Volatile)

HES2:HES3

SET MAX ADDRESS or
SET MAX LOCK or SET MAX UNLOCK or 
SET MAX FREEZE LOCK (ABRT)

HES3a:HES3

Hardware Reset or Power Cycle

HES3b:HES3

SET MAX ADDRESS EXT (Non-Volatile)
HES3:HES2 SET MAX ADDRESS EXT (Volatile)

HES3d:HES3

SET MAX SET PASSWORD

SET MAX SET PASSWORD
HES3:HES6

Power Cycle
HES6:HES3

SET MAX ADDRESS EXT (Native Max)
HES6:H1HPA Not Set

SET MAX LOCK
HES6:HEL3HPA Locked

SET MAX ADDRESS EXT (Non-Volatile)
HES4:HES5

SET MAX SET PASSWORD
HES1:HES4

SET MAX ADDRESS or
SET MAX UNLOCK or 
SET MAX FREEZE LOCK (ABRT)

HES4a:HES4

Hardware Reset
HES4a:H1

SET MAX SET PASSWORD

HES4c:HES4

SET MAX ADDRESS EXT (Volatile)
HES4d:HES4

SET MAX ADDRESS or
SET MAX UNLOCK or 
SET MAX FREEZE LOCK (ABRT)

HES5a:HES5

Hardware Reset

HES5b:HES5

HES5c:HES5

SET MAX ADDRESS EXT (Non-Volatile)
(ABRT)

SET MAX ADDRESS or
SET MAX UNLOCK or 
SET MAX FREEZE LOCK (ABRT)

HES6a:HES6

Hardware Reset

SET MAX ADDRESS EXT (Non-Volatile)

HES6b:HES6

HES6:HES5

HES6d:HES6

HES6e:HES6

SET MAX ADDRESS EXT (Volatile)

SET MAX ADDRESS EXT (Volatile)

SET MAX UNLOCK
HEL2:HES5

SET MAX UNLOCK
HEL1:HES4

SET MAX UNLOCK
HEL3:HES6

SET MAX ADDRESS EXT (Volatile)
H1:HES4

SET MAX ADDRESS EXT (Non-Volatile)
H1:HES5

HEL2:HES3

HEL5:HES3
Power CycleHEL3:HES3

HEL6:HES3

HES2d:HES2

Power Cycle

HES5:HES3

HPA Set (48)

HES5e:HES5HES2e:HES2

SET MAX ADDRESS EXT 
(Non-Volatile, Native Max)

HPA Not Set HES3:H0

HES3e:HES3

SET MAX ADDRESS EXT
(Volatile, Native Max)



May 15, 2007  T13/1699-D Revision 4

Working Draft AT Attachment 8 - ATA/ATAPI Command Set (ATA8-ACS) 27

Figure 8 — 28-Bit HPA Locket

HL1: HPA LOCKED (Volatile)

HL2: HPA LOCKED (Non-Volatile 1)

HL3: HPA LOCKED (Non-Volatile 2)

HL4: HPA FROZEN (Volatile)

HL5: HPA FROZEN (Non-Volatile 1)

HL6: HPA FROZEN (Non-Volatile 2)

HL2:HL5

HL4:H0
Power Cycle

HPA Not Set

Power Cycle
HL1:H0 HPA Not Set

SET MAX LOCK
HS4:HL1

Hardware Reset

HL1a:HL1

HL1:H1

SET MAX ADDRESS EXT or 
SET MAX ADDRESS or
SET MAX LOCK or 
SET MAX UNLOCK (wrong password)  or 
SET MAX SET PASSWORD 
(ABRT)

HL2a:HL2

Hardware Reset

HL2b:HL2

Hardware Reset 

HL3b:HL3

HL3:HL6

HL6:HS3

SET MAX FREEZE LOCK
HL1:HL4

SET MAX ADDRESS EXT or
SET MAX ADDRESS or
SET MAX SET PASSWORD or
SET MAX LOCK or SET MAX UNLOCK or 
SET MAX FREEZE LOCK
(ABRT)

HL4a:HL4

Hardware Reset

HL4b:HL4

Hardware Reset
HL5b:HL5

Hardware Reset

HL6b:HL6

SET MAX LOCK

SET MAX LOCK

HS5:HL2

HS6:HL3

SET MAX ADDRESS EXT or 
SET MAX ADDRESS or
SET MAX LOCK or 
SET MAX UNLOCK (wrong password)  or 
SET MAX SET PASSWORD 
(ABRT)

SET MAX FREEZE LOCK

Power Cycle
HPA Set (28)HL2:HS3

SET MAX UNLOCK (correct password)
AND number of bad attempts <= MAX_BAD

HL1:HS4
HPA Set (28)

HL2:HS5
HPA Set (28)

Power Cycle
HL5:HS3HPA Set (28)

SET MAX ADDRESS EXT or
SET MAX ADDRESS or
SET MAX SET PASSWORD or
SET MAX LOCK or SET MAX UNLOCK or 
SET MAX FREEZE LOCK
(ABRT)

HL5a:HL5

SET MAX ADDRESS EXT or
SET MAX ADDRESS or
SET MAX SET PASSWORD or
SET MAX LOCK or SET MAX UNLOCK or 
SET MAX FREEZE LOCK
(ABRT)

HL6a:HL6

HL3a:HL3

SET MAX ADDRESS EXT or 
SET MAX ADDRESS or
SET MAX LOCK or 
SET MAX UNLOCK (wrong password)  or 
SET MAX SET PASSWORD 
(ABRT)

SET MAX FREEZE LOCK

HL3:HS6 HPA Set (28)

Power Cycle
HL3:HS3

HPA Set (28)

Power Cycle

SET MAX UNLOCK (correct password)
AND number of bad attempts > MAX_BAD

HL1e:HL1

SET MAX UNLOCK (correct password)
AND number of bad attempts <= MAX_BAD

SET MAX UNLOCK (correct password)
AND number of bad attempts > MAX_BAD

HL2e:HL2

SET MAX UNLOCK (correct password)
AND number of bad attempts <= MAX_BAD

SET MAX UNLOCK (correct password)
AND number of bad attempts > MAX_BAD

HL3e:HL3

HPA Not Set



T13/1699-D Revision 4 May 15, 2007

28 Working Draft AT Attachment 8 - ATA/ATAPI Command Set (ATA8-ACS)

Figure 9 — 48-Bit HPA Locked
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4.11.7.2 HPA Not Set

State H0: No HPA/No Password: This state shall be entered when the device is powered on. In this state the 
device has not established the HPA and the password has not been set.

Transition H0:H1: When the device has completed a SET MAX SET PASSWORD command without error, the 
device shall make a transition to H1 state.

Transition H0:HS1: When the device has completed a SET MAX ADDRESS command without error in a volatile 
state (non-volatile bit set to 0), this command shall be executed and the device shall make a transition to the HS1 
state.

Transition H0:HES1: When the device has completed a SET MAX ADDRESS EXT command without error in a 
volatile state (non-volatile bit set to 0), this command shall be executed and the device shall make a transition to 
the HES1 state.

Transition H0:HES2: When the device has completed a SET MAX ADDRESS EXT command without error in a 
non-volatile state (non-volatile bit set to 1), this command shall be executed and the device shall make a 
transition to the HES2 state.

Transition H0a:HS2: When the device has completed a SET MAX ADDRESS command without error in a 
non-volatile state (non-volatile bit set to 1), this command shall be executed and the device shall make a 
transition to the HS2 state.

Transition H0a:H0: When the device has completed a SET MAX LOCK, SET MAX UNLOCK or SET MAX 
FREEZE LOCK command without error, the device shall abort the commands and the device shall remain in the 
same state.

Transition H0b:H0: When the device has completed a SET MAX ADDRESS (Native Max) command without 
error, the device shall remain in the same state.

Transition H0c:H0: When the device processes a hardware reset or a power-on reset, the device shall remain in 
the same state.

State H1: No HPA/Password Set: When the device has completed a SET MAX SET PASSWORD is received in 
the H0 state, the device transitions to the H1 state. In this state the device has not established the HPA and the 
password has been set.

Transition H1:H0: When device processes a power-on reset, the device shall make a transition to the H0 state.

Transition H1:HS4: When the device has completed a SET MAX ADDRESS command without error in a volatile 
state, the device shall make a transition to the HS4 state.

Transition H1:HES4: When the device has completed a SET MAX ADDRESS EXT command without error in 
the volatile state, the device shall make a transition to the HES4 state.

Transition H1:HES5: When the SET MAX ADDRESS EXT command without error in the non-volatile state, the 
device shall make a transition to the HES5 state.

Transition H1a:H1: When the device has completed a SET MAX LOCK, SET MAX UNLOCK or SET MAX 
FREEZE LOCK command without error, the device shall abort the commands and the device shall remain in the 
same state.

Transition H1a:HS5: When the device has completed a SET MAX ADDRESS command without error in a 
non-volatile state, the device shall make a transition to the HS5: HPA SET (Non-Volatile 1) Password Set state.

Transition H1b:H1: When the device has completed a SET MAX ADDRESS (Native Max) command without 
error, the device shall remain in the same state.

Transition H1c:H1: When the device has completed a SET MAX PASSWORD command without error, the 
device shall remain in the same state.

Transition H1d:H1: If the hardware is reset, the device shall remain in the same state.

State H2: No HPA/Locked: When the device has completed a SET MAX LOCK command without error in the 
H1 state, the device transitions to the H2 state. In this state the device is locked and only the power cycle transits 
the state to H0.
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Transition H2:H0: When device processes a power-on reset, the device shall make a transition to the H0 state.

Transition H2a:H2: When the SET MAX ADDRESS EXT, SET MAX ADDRESS, SET MAX LOCK, SET MAX 
UNLOCK or SET MAX SET PASSWORD command without error, the device shall abort the command and the 
device shall remain in the same state.

Transition H2b:H2: If the hardware is reset, the device shall remain in the same state.

4.11.7.3 28-bit HPA Set

State HS1: HPA SET (Volatile)/No Password: This state shall be entered when the device completes SET MAX 
ADDRESS (Volatile) command. In this state the volatile HPA address is established and the password is not set.

Transition HS1:HS2: When the device has completed a SET MAX ADDRESS command without error in 
non-volatile state, the device shall make a transition to HS2 state.

Transition HS1:HS4: When the device has completed a SET MAX SET PASSWORD command without error, 
the device transitions to the HS4 state.

Transition HS1a:H0: When the device processes a hardware reset or if device processes a power-on reset, the 
device shall make a transition to the H0 state.

Transition HS1b:H0: When the device has completed a SET MAX ADDRESS (Native Max) command without 
error, the device shall make a transition to H0 state.

Transition HS1c:HS1: When the device has completed a SET MAX ADDRESS EXT, SET MAX LOCK, SET 
MAX UNLOCK or SET MAX FREEZE LOCK command without error, the device shall abort the command and 
the device shall remain in the same state.

State HS2: HPA SET (Non-Volatile 1)/No Password: This state shall be entered when the device completes 
SET MAX ADDRESS (Non-Volatile) command. In this state the non-volatile HPA address is established and the 
password is not set.

Transition H0:HS2: When the device has completed a SET MAX ADDRESS command without error in the 
non-volatile state, the device shall make a transition to HS2 state.

Transition HS2:H0: When SET MAX ADDRESS (Volatile, Native Max) command without error, the device shall 
make a transition to H0 state. The Host Protected Area has been established bit in IDENTIFY command word 85 
bit 10 is cleared at this state transition.

Transition HS2:HS5: When the device has completed a SET MAX PASSWORD command without error, the 
device shall make a transition to HS5 state.

Transition HS2a:HS2: When the device has completed a SET MAX ADDRESS EXT, SET MAX LOCK, SET 
MAX UNLOCK or SET MAX FREEZE LOCK command without error, the device shall abort the commands and 
the device shall remain in the same state.

Transition HS2b:HS2: If the hardware is reset, the device shall remain in the same state.

Transition HS2c:HS2: When the device has completed a SET MAX ADDRESS command without error in 
non-volatile state, the device shall abort the commands and the device shall remain in the same state.

Transition HS2d:HS2: When the device has completed a SET MAX ADDRESS command without error in 
volatile state, the device shall make a transition to HS2 state.

Transition HS2e:HS2: When the device has completed a SET MAX ADDRESS command without error in 
non-volatile state with the address equals to the Native Max address, the device shall make a transition to HS2 
state. The Host Protected Area has been established bit in IDENTIFY command word 85 bit 10 is cleared at this 
state transition.

Transition HS2:HS3: When device processes a power-on reset, the device shall make transition to HS3 state.

State HS3: HPA SET (Non-Volatile 2)/No Password: Device shall enter this state when the device processes a 
power-on reset from HS2, HS5 or HS6 states. In this state the non-volatile HPA address is established and the 
password is not set.
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Transition HS3:H0: When the device has completed a SET MAX ADDRESS (Volatile, Native Max) command 
without error, the device shall transition to H0 state. The Host Protected Area has been established bit in 
IDENTIFY command word 85 bit 10 is cleared at this state transition.

Transition HS3:HS2: When the device has completed a SET MAX ADDRESS command without error in a 
non-volatile state, the device shall transition to HS2 state.

Transition HS3:HS6: When the device has completed a SET MAX SET PASSWORD command without error, 
the device shall make a transition to HS6 state.

Transition HS3a:HS3: When the device has completed a SET MAX ADDRESS EXT, SET MAX LOCK, SET 
MAX UNLOCK or SET MAX FREEZE LOCK command without error, the device shall abort the commands and 
the device shall remain in the same state.

Transition HS3b:HS3: When the device processes a hardware reset or when device processes a power-on 
reset, the device shall transition to HS3 state.

Transition HS3d:HS3: When the device has completed a SET MAX ADDRESS command without error in a 
volatile state, the device shall transition to HS3 state.

Transition HS3e:HS3: When the device has completed a SET MAX ADDRESS (Non-Volatile, Native Max) 
command without error, the device shall transition to HS3 state. The Host Protected Area has been established 
bit in IDENTIFY command word 85 bit 10 is cleared at this state transition.

State HS4: HPA SET (Volatile)/Password Set: When the device has completed a SET MAX ADDRESS 
(Volatile), SET MAX UNLOCK, or SET MAX SET PASSWORD command without error, the device shall enter this 
state. In this state the volatile HPA address is established and the password is set.

Transition H1:HS4: When the device has completed a SET MAX ADDRESS command without error, the device 
shall transition to HS4 state.

Transition HL1:HS4: When the device has completed a SET MAX UNLOCK command without error, the device 
shall transition to HS4 state.

Transition HS4:HL1: When the device has completed a SET MAX LOCK command without error, the device 
shall transition to HL1 state.

Transition HS4:H0: When device processes a power-on reset, the device shall transition to H0 state.

Transition HS4:HS5: When the device has completed a SET MAX ADDRESS command without error in 
non-volatile state, the device shall transition to HS5 state.

Transition HS4a:H1: When the hardware is reset, the device shall transition to H1 state.

Transition HS4a:HS4: When the device has completed a SET MAX ADDRESS EXT, SET MAX UNLOCK or 
SET MAX FREEZE LOCK command without error, the device shall abort the commands and the device shall 
remain in the same state.

Transition HS4b:H1: When the device has completed a SET MAX ADDRESS (Native Max) command without 
error, the device shall transition to H1 state.

Transition HS4c:HS4: When the device has completed a SET MAX SET PASSWORD command without error, 
the device shall transition to HS4 state.

Transition HS4d:HS4: When the device has completed a SET MAX ADDRESS command without error in 
volatile state, the device shall transition to HS4 state.

State HS5: HPA SET (Non-Volatile 1)/Password Set: This state shall be entered when the device completes 
SET MAX ADDRESS (Volatile) command. In this state the non-volatile HPA address is established and the 
password is set. 

Transition H1:HS5: When the device has completed a SET MAX ADDRESS command without error in 
non-volatile state, the device shall transition to HS5 state.

Transition HL2:HS5: When the device has completed a SET MAX UNLOCK command without error, the device 
shall transition to HS5 state.
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Transition HS5:H1: When the device has completed a SET MAX ADDRESS (Native Max) command without 
error, the device shall transition to H1 state.

Transition HS5:HL2: When the device has completed a SET MAX LOCK command without error, the device 
shall transition to HL2 state.

Transition HS5:HS3: When device processes a power-on reset, the device shall transition to HS3 state.

Transition HS5d:HS5: When the device has completed a SET MAX PASSWORD command without error, the 
device shall remain in the same state.

Transition HS5e:HS5: When the device has completed a SET MAX ADDRESS command without error in 
volatile state, the device shall remain in the same state.

Transition HS5a:HS5: When the device has completed a SET MAX ADDRESS EXT, SET MAX UNLOCK or 
SET MAX FREEZE LOCK command without error, the device shall abort the commands and the device shall 
remain in the same state.

Transition HS5b:H5: When the hardware is reset, the device shall transition to the HS5 state.

Transition HS5c:H5: When the device has completed a SET MAX ADDRESS command without error in 
non-volatile state, the device aborts the command and the device shall remain in the same state.

State HS6: HPA SET (Non-Volatile 2)/Password Set: When the device has completed a SET MAX UNLOCK 
command without error in the HL3 state or when the device has completed a SET MAX SET PASSWORD is 
received in HS3 state, the device enters this state. In this state the non-volatile HPA address is established and 
the password is set.

Transition HL3:HS6: When the device has completed a SET MAX UNLOCK command without error, the device 
transitions to HS6 state.

Transition HS6:H5: When the device has completed a SET MAX ADDRESS command without error in 
non-volatile state, the device transitions to HS5 state.

Transition HS6:H1: When the device has completed a SET MAX ADDRESS (Native Max) command without 
error, the device shall transition to H1 state.

Transition HS6:HL3: When the device has completed a SET MAX LOCK command without error, the device 
shall transition to HL3 state.

Transition HS6a:HS6: When the device has completed a SET MAX ADDRESS EXT, SET MAX UNLOCK, or 
SET MAX FREEZE LOCK command without error, the device shall abort the commands and the device shall 
remain in the same state.

Transition HS6:HS3: When device processes a power-on reset, the device shall transition to HS3 state.

Transition HS6b:HS6: When the device completes a hardware reset, the device shall remain in the same state.

Transition HS6d:HS6: When the device has completed a SET MAX ADDRESS command without error in the 
volatile state, the device shall remain in the same state.

Transition HS6e:HS6: When the device has completed a SET MAX SET PASSWORD command without error, 
the device shall remain in the same state.

4.11.7.4 48-Bit HPA Set

State HES1: HPA SET (Volatile)/No Password: This state shall be entered when the device completes SET 
MAX ADDRESS EXT (Volatile) command. In this state the volatile HPA address is established and the password 
is not set.

Transition HES1:HES2: When the device has completed a SET MAX ADDRESS EXT command without error in 
non-volatile state, the device shall make a transition to HES2 state.

Transition HES1:HES4: When the device has completed a SET MAX SET PASSWORD command without 
error, the device transitions to the HES4 state.

Transition HES1a:H0: When the device processes a hardware reset or if device processes a power-on reset, 
the device shall make a transition to the H0 state.
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Transition HES1b:H0: When the device has completed a SET MAX ADDRESS (Native Max) command without 
error, the device shall make a transition to H0 state.

Transition HES1c:HES1: When the device has completed a SET MAX ADDRESS, SET MAX LOCK, SET MAX 
UNLOCK or SET MAX FREEZE LOCK command without error, the device shall abort the command and the 
device shall remain in the same state.

State HES2: HPA SET (Non-Volatile 1)/No Password: This state shall be entered when the device completes 
SET MAX ADDRESS EXT (Non-Volatile) command. In this state the non-volatile HPA address is established and 
the password is not set.

Transition HES2:H0: When SET MAX ADDRESS (Non-Volatile, Native Max) command without error, the device 
shall make a transition to H0 state. The Host Protected Area has been established bit in IDENTIFY command 
word 85 bit 10 is cleared at this state transition.

Editor’s Note 5: Removed “State HES3: When device processes a power-on reset, the device shall 
make transition to HES3 state.” which appeared in the proposal at this location.  I believe that this is a 
cut and paste error in the proposal.

Transition HES2:HES5: When the device has completed a SET MAX PASSWORD command without error, the 
device shall make a transition to HES5 state.

Transition HES2a:HES2: When the device has completed a SET MAX ADDRESS, SET MAX LOCK, SET MAX 
UNLOCK or SET MAX FREEZE LOCK command without error, the device shall abort the commands and the 
device shall remain in the same state.

Transition HES2b:HES2: If the hardware is reset, the device shall remain in the same state.

Transition HES2c:HES2: When the device has completed a SET MAX ADDRESS EXT command without error 
in non-volatile state, the device shall abort the commands and the device shall remain in the same state.

Transition HES2d:HES2: When the device has completed a SET MAX ADDRESS command without error in 
volatile state, the device shall remain in the same state.

Transition HES2e:HES2: When the device has completed a SET MAX ADDRESS EXT command without error 
in volatile state with the address equals to the Native Max address, the device shall make a transition to HES2: 
HPA SET (Non-Volatile 1) No Password state. The Host Protected Area has been established bit in IDENTIFY 
command word 85 bit 10 is cleared at this state transition.

State HES3: HPA SET (Non-Volatile 2)/No Password: Device shall enter this state when the device processes 
a power-on reset from HES2, HES5 or HES6 states. In this state the non-volatile HPA address is established and 
the password is not set.

Transition HES3:H0: When the device has completed a SET MAX ADDRESS (Volatile, Native Max) command 
without error, the device shall transition to H0 state. The Host Protected Area has been established bit in 
IDENTIFY command word 85 bit 10 is cleared at this state transition.

Transition HES3:HES2: When the device has completed a SET MAX ADDRESS EXT (Non-Volatile) command 
without error in a non-volatile state, the device shall transition to HES2 state.

Transition HES3:HES6: When the device has completed a SET MAX SET PASSWORD command without 
error, the device shall make a transition to HES6 state.

Transition HES3a:HES3: When the device has completed a SET MAX ADDRESS EXT, SET MAX LOCK, SET 
MAX UNLOCK or SET MAX FREEZE LOCK command without error, the device shall abort the commands and 
the device shall remain in the same state.

Transition HES3b:HES3: When the device processes a hardware reset or when device processes a power-on 
reset, the device shall remain in the same state.

Transition HES3d:HES3: When the device has completed a SET MAX ADDRESS EXT (Volatile) command 
without error in a volatile state, the device shall remain in the same state.
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Transition HES3e:HES3: When the device has completed a SET MAX ADDRESS EXT (Non-Volatile, Native 
Max) command without error, the device shall transition to HS3 state. The Host Protected Area has been 
established bit in IDENTIFY command word 85 bit 10 is cleared at this state transition.

State HES4: HPA SET (Volatile)/Password Set: When the device has completed a SET MAX ADDRESS EXT 
(Volatile), SET MAX UNLOCK, or SET MAX SET PASSWORD command without error, the device shall enter this 
state. In this state the volatile HPA address is established and the password is set.

Transition HES4:H0: When device processes a power-on reset, the device shall transition to H0: No HPA No 
Password state.

Transition HES4:HES5: When the device has completed a SET MAX ADDRESS command without error in 
non-volatile state, the device shall transition to HES5 state.

Transition HEL1:HES4: When the device has completed a SET MAX UNLOCK command without error, the 
device shall transition to HES4 state.

Transition HES4:HEL1: When the device has completed a SET MAX LOCK command without error, the device 
shall transition to HEL1 state.

Transition HES4a:H1: When the hardware is reset, the device shall transition to H1 state.

Transition HES4a:HES4: When the device has completed a SET MAX ADDRESS, SET MAX UNLOCK or SET 
MAX FREEZE LOCK command without error, the device shall abort the commands and the device shall remain 
in the same state.

Transition HES4b:H1: When the device has completed a SET MAX ADDRESS (Native Max) command without 
error, the device shall transition to H1 state.

Transition HES4c:HES4: When the device has completed a SET MAX SET PASSWORD command without 
error, the device shall remain in the same state.

Transition HES4d:HES4: When the device has completed a SET MAX ADDRESS command without error in 
volatile state, the device shall remain in the same state.

State HES5: HPA SET (Non-Volatile 1)/Password Set: When the device has completed a SET MAX 
ADDRESS EXT (Non-Volatile) or SET PASSWORD command without error, the device shall enter this state. In 
this state the non-volatile HPA address is established and the password is set.

Transition H1:HES5: When the device has completed a SET MAX ADDRESS command without error in 
non-volatile state, the device shall transition to HS5 state.

Transition HES5:H1: When the device has completed a SET MAX ADDRESS EXT (Native Max) command 
without error, the device shall transition to H1 state.

Transition HES5:HEL2: When the device has completed a SET MAX LOCK command without error, the device 
shall transition to HEL2 state.

Transition HES5:HES3: When device processes a power-on reset, the device shall transition to HES3 state.

Transition HES5a:HES5: When the device has completed a SET MAX ADDRESS EXT, SET MAX UNLOCK or 
SET MAX FREEZE LOCK command without error, the device shall abort the commands and the device shall 
remain in the same state.

Transition HES5b:HES5: When the hardware is reset, the device shall remain in the same state.

Transition HES5c:HES5: When the device has completed a SET MAX ADDRESS command without error in 
non-volatile state, the device aborts the command and the device shall remain in the same state.

Transition HES5d:HES5: When the device has completed a SET MAX PASSWORD command without error, 
the device shall remain in the same state.

Transition HES5e:HES5: When the device has completed a SET MAX ADDRESS command without error in 
volatile state, the device shall remain in the same state.

State HES6: HPA SET (Non-Volatile 2)/Password Set: When the device has completed a SET MAX UNLOCK 
command without error in the HEL3 state or when the device has completed a SET MAX SET PASSWORD is 
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received in HES3 state, the device enters this state. In this state the non-volatile HPA address is established and 
the password is set.

Transition HES6:HES5: When the device has completed a SET MAX ADDRESS EXT command without error in 
non-volatile state, the device transitions to HES5 state.

Transition HES6:H1: When the device has completed a SET MAX ADDRESS EXT (Native Max) command 
without error, the device shall transition to H1 state.

Transition HES6:HEL3: When the device has completed a SET MAX LOCK command without error, the device 
shall transition to HEL3 state.

Transition HES6:HES3: When device processes a power-on reset, the device shall transition to HES3 state.

Transition HES6a:HES6: When the device has completed a SET MAX ADDRESS EXT, SET MAX UNLOCK, or 
SET MAX FREEZE LOCK command without error, the device shall abort the commands and the device shall 
remain in the same state.

Transition HES6b:HES6: When the hardware is reset, the device shall remain in the same state.

Transition HES6d:HES6: When the device has completed a SET MAX ADDRESS EXT command without error 
in the volatile state, the device shall remain in the same state.

Transition HES6e:HES6: When the device has completed a SET MAX SET PASSWORD command without 
error, the device shall remain in the same state. 

4.11.7.5 28-Bit HPA Locked

State HL1: HPA LOCKED (Volatile): This state shall be entered when the device completes SET MAX LOCK 
(Volatile) command in HS4 state. In this state the volatile HPA address is established, the drive is locked from 
HPA commands except the SET MAX UNLOCK command with a proper password or the SET MAX FREEZE 
LOCK command.

Transition HL1:H0: When device processes a power-on reset, the device shall transition to H0 state.

Transition HL1:HL4: When the device has completed a SET MAX FREEZE LOCK command without error, the 
device shall transition to HL4 state.

Transition HL1:HS4: When the SET MAX UNLOCK (correct password) command without error and the number 
of bad attempts is less or equal than MAX_BAD, the device shall transition to HS4 state.

Transition HL1a:HL1: When the SET MAX ADDRESS EXT, SET MAX ADDRESS, SET MAX LOCK, SET MAX 
UNLOCK (wrong password) or SET MAX SET PASSWORD command without error, the device shall abort the 
command and the device shall remain in the same state. 

Transition HL1b:HL1: When the hardware is reset, the device shall remain in the same state.

Transition HL1e:HL1: When the device has completed a SET MAX UNLOCK (correct password) and the 
number of bad attempts is greater than MAX_BAD, the device shall abort the command and remain in the same 
state.

State HL2: HPA LOCKED (Non-volatile 1): This state shall be entered when the device completes SET MAX 
LOCK (Non-Volatile) command in HS5 state. In this state the non-volatile HPA address is established, the drive is 
locked from HPA commands except the SET MAX UNLOCK command with a proper password or the SET MAX 
FREEZE LOCK command.

Transition HL2:HL5: When the device has completed a SET MAX FREEZE LOCK command without error, the 
device shall transition to HL5 state. 

Transition HL2:HS3: When device processes a power-on reset, the device shall transition to HS3 state.

Transition HL2:HS5: When the device has completed a SET MAX UNLOCK (correct password) command 
without error and the number of bad attempts is less or equal than MAX_BAD, the device shall transition to HS5 
state.
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Transition HL2a:HL2: When the device has completed a SET MAX ADDRESS EXT, SET MAX ADDRESS, SET 
MAX LOCK, SET MAX UNLOCK (wrong password) or SET MAX SET PASSWORD command without error, the 
device shall abort the command and the device shall remain in the same state.

Transition HL2b:HL2: When the hardware is reset, the device shall transition to HL2 state.

Transition HL2e:HL2: When the device has completed a SET MAX UNLOCK (correct password) command 
without error and the number of bad attempts is greater than MAX_BAD, the device shall remain in the same 
state.

State HL3: HPA LOCKED (Non-volatile 2): This state shall be entered when the device completes SET MAX 
LOCK (Non-Volatile) command in HS6 state. In this state the non-volatile HPA address is established, the drive is 
locked from HPA commands except the SET MAX UNLOCK command with a proper password or the SET MAX 
FREEZE LOCK command.

Transition HL3:HL6: When the device has completed a SET MAX FREEZE LOCK command without error, the 
device shall transition to HL6 state.

Transition HL3:HS3: When the device processes a power-on reset, the device shall transition to HS3 state.

Transition HL3:HS6: When the device has completed a SET MAX UNLOCK command without error with the 
correct password and the number of bad attempts is less or equal than MAX_BAD, the device shall transition to 
HS6 state.

Transition HL3a:HL3: When the device has completed a SET MAX ADDRESS EXT, SET MAX ADDRESS, SET 
MAX LOCK, SET MAX UNLOCK (wrong password) or SET MAX SET PASSWORD command without error, the 
device shall abort the command and the device shall remain in the same state.

Transition HL3b:HL3: When the device completes a hardware reset, the device shall remain in the same state. 

Transition HL3e:HL3: When the device has completed a SET MAX UNLOCK (correct password) command is 
given and the number of bad attempts is greater than MAX_BAD, the device shall remain in the same state.

State HL4: HPA FROZEN (Volatile): This state shall be entered when the device completes SET MAX FREEZE 
LOCK command in HL1 state. In this state the volatile HPA address is established, the drive is locked from all 
HPA commands. Only a power-cycle shall cause the device to change to other state.

Transition HL4:H0: When device processes a power-on reset, the device shall transition to H0 state.

Transition HL4a:HL4: When the device has completed a SET MAX ADDRESS EXT, SET MAX ADDRESS, SET 
MAX LOCK, SET MAX UNLOCK, SET MAX FREEZE LOCK or SET MAX SET PASSWORD command without 
error, the device shall abort the command and the device shall remain in the same state.

Transition HL4b:HL4: When the hardware is reset, the device shall remain in the same state.

State HL5: HPA FROZEN (Non-Volatile 1): This state shall be entered when the device completes SET MAX 
FREEZE LOCK command in HL2 state. In this state the non-volatile HPA address is established, the drive is 
locked from all HPA commands. Only a power-cycle shall cause the device to change to other state.

Transition HL5a:HL5: When the device has completed a SET MAX ADDRESS EXT, SET MAX ADDRESS, SET 
MAX LOCK, SET MAX UNLOCK, SET MAX FREEZE LOCK or SET MAX SET PASSWORD command without 
error, the device shall abort the commands and the device shall remain in the same state.

Transition HL5b:HL5: When the device completes a hardware reset, the device shall remain in the same state.

Transition HL5:HS3: When device processes a power-on reset, the device shall transition to HS3 state. 

State HL6: HPA FROZEN (Non-Volatile 2): This state shall be entered when the device completes SET MAX 
FREEZE LOCK command in HL3 state. In this state the non-volatile HPA address is established, the drive is 
locked from all HPA commands. Only a power-cycle shall cause the device to change to other state.

Transition HL6:HS3: When device processes a power-on reset, the device shall transition to HS3 state.

Transition HL6a:HL6: When the device has completed a SET MAX ADDRESS EXT, SET MAX ADDRESS, SET 
MAX LOCK, SET MAX UNLOCK, SET MAX FREEZE LOCK or SET MAX SET PASSWORD command without 
error, the device shall abort the commands and the device shall remain in the same state.
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Transition HL6b:HL6: When the hardware is reset, the device shall remain in the same state.

4.11.7.6 48-Bit HPA Locked

State HEL1: HPA LOCKED (Volatile): This state shall be entered when the device completes SET MAX LOCK 
command in HES4 state. In this state the volatile HPA address is established, the drive is locked from HPA 
commands except the SET MAX UNLOCK command with a proper password or the SET MAX FREEZE LOCK 
command.

Transition HEL1:H0: When device processes a power-on reset, the device shall transition to H0 state.

Transition HEL1:HEL4: When the device has completed a SET MAX FREEZE LOCK command without error, 
the device shall transition to HEL4 state.

Transition HEL1:HES4: When the SET MAX UNLOCK (correct password) command without error and the 
number of bad attempts is less or equal than MAX_BAD; the device shall transition to HES4 state.

Transition HEL1a:HEL1: When the SET MAX ADDRESS, SET MAX ADDRESS EXT, SET MAX LOCK, SET 
MAX UNLOCK (wrong password) or SET MAX SET PASSWORD command without error, the device shall abort 
the command and the device shall remain in the same state. 

Transition HEL1b:HEL1: When the hardware is reset, the device shall remain in the same state.

Transition HEL1e:HEL1: When the device has completed a SET MAX UNLOCK (correct password) and the 
number of bad attempts is greater than MAX_BAD, the device shall remain in the same state.

State HEL2: HPA LOCKED (Non-volatile 1): This state shall be entered when the device completes SET MAX 
LOCK (Non-Volatile) command in HES5 state. In this state the non-volatile HPA address is established, the drive 
is locked from HPA commands except the SET MAX UNLOCK command with a proper password or the SET 
MAX FREEZE LOCK command.

Transition HES5:HEL2: When the device has completed a SET MAX LOCK command without error, the device 
shall transition to HEL2 state.

Transition HEL2:HEL5: When the device has completed a SET MAX FREEZE LOCK command without error, 
the device shall transition to HEL5 state. 

Transition HEL2:HES3: When device processes a power-on reset, the device shall transition to HES3 state.

Transition HEL2:HES5: When the device has completed a SET MAX UNLOCK (correct password) command 
without error and the number of bad attempts is less or equal than MAX_BAD, the device shall transition to HES5 
state.

Transition HEL2a:HEL2: When the device has completed a SET MAX ADDRESS, SET MAX ADDRESS EXT, 
SET MAX LOCK, SET MAX UNLOCK (wrong password) or SET MAX SET PASSWORD command without error, 
the device shall abort the command and the device shall remain in the same state.

Transition HEL2b:HEL2: When the hardware is reset, the device shall transition to HEL2 state.

Transition HEL2e:HEL2: When the device has completed a SET MAX UNLOCK (correct password) command 
without error and the number of bad attempts is greater than MAX_BAD, the device shall remain in the same 
state.

State HEL3: HPA LOCKED (Non-volatile 2): This state shall be entered when the device completes SET MAX 
LOCK (Non-Volatile) command in HES6 state. In this state the non-volatile HPA address is established, the drive 
is locked from HPA commands except the SET MAX UNLOCK command with a proper password or the SET 
MAX FREEZE LOCK command.

Transition HEL3:HEL6: When the device has completed a SET MAX FREEZE LOCK command without error, 
the device shall transition to HEL6 state.

Transition HEL3:HES3: When device processes a power-on reset, the device shall transition to HES3 state.

Transition HEL3:HES6: When the device has completed a SET MAX UNLOCK command without error with the 
correct password and the number of bad attempts is less or equal than MAX_BAD, the device shall transition to 
HES6 state.
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Transition HEL3a:HEL3: When the device has completed a SET MAX ADDRESS, SET MAX ADDRESS EXT, 
SET MAX LOCK, SET MAX UNLOCK (wrong password) or SET MAX SET PASSWORD command without error, 
the device shall abort the command and the device shall remain in the same state.

Transition HEL3b:HEL3: When the device completes a Hardware reset, the device shall remain in the same 
state.

Transition HEL3e:HEL3: When the device has completed a SET MAX UNLOCK (correct password) command 
is given and the number of bad attempts is greater than MAX_BAD, the device shall remain in the same state.

State HEL4: HPA FROZEN (Volatile): This state shall be entered when the device completes SET MAX 
FREEZE LOCK command in HEL1 state. In this state the volatile HPA address is established, the drive is locked 
from all HPA commands. Only a power-cycle shall cause the device to change to other state.

Transition HEL4:H0: When device processes a power-on reset, the device shall transition to H0 state.

Transition HEL4a:HEL4: When the device has completed a SET MAX ADDRESS, SET MAX ADDRESS EXT, 
SET MAX LOCK, SET MAX UNLOCK, SET MAX FREEZE LOCK or SET MAX SET PASSWORD command 
without error, the device shall abort the command and the device shall remain in the same state.

Transition HEL4b:HEL4: When the hardware is reset, the device shall remain in the same state.

HEL5: HPA FROZEN (Non-Volatile 1): This state shall be entered when the device completes SET MAX 
FREEZE LOCK command in HEL2 state. In this state the non-volatile HPA address is established, the drive is 
locked from all HPA commands. Only a power-cycle shall cause the device to change to other state.

Transition HEL5a:HEL5: When the device has completed a SET MAX ADDRESS, SET MAX ADDRESS EXT, 
SET MAX LOCK, SET MAX UNLOCK, SET MAX FREEZE LOCK or SET MAX SET PASSWORD command 
without error, the device shall abort the commands and the device shall remain in the same state.

Transition HEL5b:HEL5: When the hardware is reset, the device shall remain in the same state.

Transition HEL5:HES3: When device processes a power-on reset, the device shall transition to HES3 state. 

Transition HES6:HEL3: When the device has completed a SET MAX LOCK command without error, the device 
shall transition to HEL3 state.

State HEL6: HPA FROZEN (Non-Volatile 2): This state shall be entered when the device completes SET MAX 
FREEZE LOCK command in HEL3 state. In this state the non-volatile HPA address is established, the drive is 
locked from all HPA commands. Only a power-cycle shall cause the device to change to other state.

Transition HEL6:HES3: When device processes a power-on reset, the device shall transition to HES3 state.

Transition HEL6a:HEL6: When the device has completed a SET MAX ADDRESS, SET MAX ADDRESS EXT, 
SET MAX LOCK, SET MAX UNLOCK, SET MAX FREEZE LOCK or SET MAX SET PASSWORD command 
without error, the device shall abort the commands and the device shall remain in the same state.

Transition HEL6b:HEL6: When the hardware is reset, the device shall remain in the same state.

4.12 Long Logical Sector feature set
4.12.1 Overview

The purpose of the long logical sector feature set is to specify additional data words per sector.  Sectors with 520 
or 528 bytes are typical.  Devices with long logical sectors set IDENTIFY DEVICE data word 106 bit 13 to 1.  The 
Long Logical Sector length is described by IDENTIFY DEVICE data words (118:117).

Use of the Long Logical Sector feature set is prohibited for ATAPI devices.

Devices that implement the Long Logical Sector feature set are not backward compatible with applications that 
use 256 word logical sectors (e.g.,  desktop and laptop systems).  Table 4 lists commands and their block sizes.

Table 4 describes the command behavior of drives that have been manufactured with the Long Logical Sector 
feature set.  Data transfer commands transfer either the long logical sector length or 256 words depending on the 
command.  For example, Read and Write Extended commands transfer data in long logical sectors while READ 
LOG EXT and WRITE LOG EXT commands transfer 256 word blocks of data, regardless of the logical sector 
length.  Figure 10 example 2 shows a diagram of a device formatted with long logical sectors.
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4.12.2 Devices Implementing the Long Physical Sector feature set and the Long Logical Feature Sector 
Set

The long physical sector feature set and the long logical sector feature set are not exclusive.  Figure 10 example 
4 illustrates a device implementing both the Long Physical Sector and Long Logical Sector feature sets.

Table 4 — Block Size By Command (part 1 of 3)

Command Words Transferred
ADD LBA(S) TO NV CACHE PINNED SET 256

CFA ERASE SECTORS -
CFA REQUEST EXTENDED ERROR CODE -

CFA TRANSLATE SECTOR IDENTIFY DEVICE data words (118:117)
CFA WRITE MULTIPLE WITHOUT ERASE IDENTIFY DEVICE data words (118:117)
CFA WRITE SECTORS WITHOUT ERASE IDENTIFY DEVICE data words (118:117)

CHECK MEDIA CARD TYPE -
CHECK POWER MODE -
CONFIGURE STREAM -

DEVICE CONFIGURATION FREEZE LOCK -
DEVICE CONFIGURATION IDENTIFY 256
DEVICE CONFIGURATION RESTORE -

DEVICE CONFIGURATION SET 256
DEVICE RESET -

DOWNLOAD MICROCODE 256
EXECUTE DEVICE DIAGNOSTIC -

FLUSH CACHE -
FLUSH CACHE EXT -

FLUSH NV CACHE -
IDENTIFY DEVICE 256

IDENTIFY PACKET DEVICE 256
IDLE -

IDLE IMMEDIATE -
NOP -

PACKET -
QUERY NV CACHE MISSES 256

QUERY NV CACHE PINNED SET 256
REMOVE LBA(S) FROM NV CACHE PINNED SET 256

READ BUFFER 256
READ DMA IDENTIFY DEVICE data words (118:117)

READ DMA EXT IDENTIFY DEVICE data words (118:117)
READ DMA QUEUED IDENTIFY DEVICE data words (118:117)

READ DMA QUEUED EXT IDENTIFY DEVICE data words (118:117)
READ FPDMA QUEUED IDENTIFY DEVICE data words (118:117)

READ LOG EXT 256
READ LOG DMA EXT 256

READ MULTIPLE IDENTIFY DEVICE data words (118:117)
READ MULTIPLE EXT IDENTIFY DEVICE data words (118:117)
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READ NATIVE MAX ADDRESS -
READ NATIVE MAX ADDRESS EXT -

READ SECTOR(S) IDENTIFY DEVICE data words (118:117)
READ SECTOR(S) EXT IDENTIFY DEVICE data words (118:117)

READ STREAM DMA EXT IDENTIFY DEVICE data words (118:117)
READ STREAM EXT IDENTIFY DEVICE data words (118:117)

READ VERIFY SECTOR(S) IDENTIFY DEVICE data words (118:117)
RETURN FROM NV CACHE POWER MODE -

READ VERIFY SECTOR(S) EXT -
SECURITY DISABLE PASSWORD 256

SECURITY ERASE PREPARE -
SECURITY ERASE UNIT 256

SECURITY FREEZE LOCK -
SECURITY SET PASSWORD 256

SECURITY UNLOCK 256
SERVICE -

SET FEATURES -
SET MAX ADDRESS -

SET MAX ADDRESS EXT -
SET MAX FREEZE LOCK -

SET MAX LOCK -
SET MAX SET PASSWORD 256

SET MAX UNLOCK 256
SET MULTIPLE MODE -

SET NV CACHE POWER MODE -
SLEEP -

SMART DISABLE OPERATIONS -
SMART ENABLE/DISABLE AUTOSAVE -

SMART ENABLE OPERATIONS -
SMART EXECUTE OFF-LINE IMMEDIATE -

SMART READ DATA 256
SMART READ LOG 256

SMART RETURN STATUS -
SMART WRITE LOG 256

STANDBY -
STANDBY IMMEDIATE -

TRUSTED RECEIVE 256
TRUSTED RECEIVE DMA 256

TRUSTED SEND 256
TRUSTED SEND DMA 256

WRITE BUFFER 256
WRITE DMA IDENTIFY DEVICE data words (118:117)

WRITE DMA EXT IDENTIFY DEVICE data words (118:117)

Table 4 — Block Size By Command (part 2 of 3)

Command Words Transferred
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Table 4 describes the command behavior of drives that have been manufactured with the Long Logical Sector 
feature set.  Data transfer commands transfer either the long logical sector length or 256 words depending on the 
command.  For example, Read and Write Extended commands transfer data in long logical sectors while READ 
LOG EXT and WRITE LOG EXT commands transfer 256 word blocks of data, regardless of the logical sector 
length.  Figure 10 example 2 shows a diagram of a device formatted with long logical sectors.  

4.12.2.1 Devices Implementing the Long Physical Sector feature set and the Long Logical Feature Sector 
Set

The long physical sector feature set and the long logical sector feature set are not exclusive.  Figure 10 example 
4 illustrates a device implementing both the Long Physical Sector and Long Logical Sector feature sets.

4.13 Long Physical Sector feature set
The purpose of the long physical sector feature set is to allow increased media format efficiency.  During write 
operations devices calculate and error correction code, ECC, and write the ECC on the media following the data.  
ECC encoding is more efficient when used over a larger amount of data.

Use of the Long Physical Sector feature set is prohibited for ATAPI devices.

The long physical sector feature set allows a device to be formatted so that there are multiple logical sectors per 
physical sector on the media.  Each physical sector has an ECC field.  This allows, for example, a device to have 
2048 word physical sectors each containing 8 logical sectors, or one ECC field per 8 256 word logical sectors, 
See figure 10 example 3.

A performance penalty may be incurred when writing to devices that implement long physical sector feature set.  
A physical sector is read or written in a single operation.  If a host system does not write all of the logical sectors 
in a physical sector during a single command the device may need to read the logical sectors that are not to be 
changed into memory and then write the entire physical sector, see Annex C.

If the device reports a long physical sector and a smaller logical sector, the device may report the alignment of 
the first logical sector (LBA 0) within the first physical sector.  The following paragraphs give examples of 
logical/physical sector alignments.

Example 1:

There are 2 logical sectors within one physical sector, and the first logical sector is in the first half.  

The proposed offset is: 0, and the value in word 209 is 4000h.

WRITE DMA FUA EXT IDENTIFY DEVICE data words (118:117)
WRITE DMA QUEUED IDENTIFY DEVICE data words (118:117)

WRITE DMA QUEUED EXT IDENTIFY DEVICE data words (118:117)
WRITE DMA QUEUED FUA EXT IDENTIFY DEVICE data words (118:117)

WRITE FPDMA QUEUED IDENTIFY DEVICE data words (118:117)
WRITE LOG EXT 256

WRITE LOG DMA EXT 256
WRITE MULTIPLE IDENTIFY DEVICE data words (118:117)

WRITE MULTIPLE EXT IDENTIFY DEVICE data words (118:117)
WRITE MULTIPLE FUA EXT IDENTIFY DEVICE data words (118:117)

WRITE SECTOR(S) IDENTIFY DEVICE data words (118:117)
WRITE SECTOR(S) EXT IDENTIFY DEVICE data words (118:117)

WRITE STREAM DMA EXT IDENTIFY DEVICE data words (118:117)
WRITE STREAM EXT IDENTIFY DEVICE data words (118:117)

WRITE UNCORRECTABLE EXT -

Table 4 — Block Size By Command (part 3 of 3)

Command Words Transferred
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Example 1:

Example 2:

There are 2 logical sectors within one physical sector, and the first logical sector is in the second half. The 
proposed offset is: 1, and the value in word 209 is 4001h.

Example 3:

There are 4 logical sectors within one physical sector, and the first logical sector is in the second half. The 
proposed offset is: 3, and the value in word 209 is 4003h.

Figure 10 — Long Logical and long Physical Sector Example

physical sector 0 physical sector 1
logical sector 0 logical sector 1 logical sector 2 logical sector 3

physical sector 0 physical sector 1
(inaccessible) logical sector 0 logical sector 1 logical sector 2

physical sector 0 physical sector 1
(inaccessible) (inaccessible) (inaccessible) logical 0 logical 1 logical 2 logical 3 logical 4

LBA 0 LBA 6LBA 5LBA 4LBA 3LBA 2LBA 1

512 Bytes 512 Bytes 512 Bytes512 Bytes512 Bytes512 Bytes512 Bytes

...

1) Conventional logical sector example: 512 bytes per LBA

LBA 0 LBA 6LBA 5LBA 4LBA 3LBA 2LBA 1

524 Bytes 524 Bytes 524 Bytes524 Bytes524 Bytes524 Bytes524 Bytes

...

2) Long logical sector example: 524 bytes per LBA

LBA 0 LBA 6LBA 5LBA 4LBA 3LBA 2LBA 1

512 Bytes 512 Bytes 512 Bytes512 Bytes512 Bytes512 Bytes512 Bytes

...

3) Long physical sector example: 512 bytes per LBA, 1024 bytes per physical sector

LBA 0 LBA 6LBA 5LBA 4LBA 3LBA 2LBA 1

524 Bytes 524 Bytes 524 Bytes524 Bytes524 Bytes524 Bytes524 Bytes

...

4) Long logical and Long physical sector example: 524 bytes per LBA, 1048 bytes per physical sector

Physical Sector 0 Physical Sector 1 Physical Sector 2 ...

Physical Sector 0 Physical Sector 1 Physical Sector 2 ...
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4.14 Media Card Pass Through Command feature set
The Media Card Pass Through commands are implemented by a Media Pass Through device.  A device 
implementing the Media Card Pass Through Command feature set is a bridge to one or more types of media 
card storage devices.  The bridge device responds to the same command set as described in 4.2 and to the 
commands included in this feature set.

Use of the Media Card Pass Through Command feature set is prohibited for PACKET devices.

The Media Card Pass Through Command feature set uses the command codes D1h, D2h, D3h, and D4h and 
bits in IDENTIFY DEVICE data word 84 and IDENTIFY DEVICE data word 87.  The command codes D2h 
through D4h are reserved for the Media Card Pass Through Command feature set if this feature set is enabled 
by the CHECK MEDIA CARD TYPE command (D1h).  This feature set embeds small-format flash memory card 
commands inside the ATA commands.  The adapter’s firmware passes the embedded memory card’s command 
to the memory card as is from the ATA command.  The Media Card Pass Through Command feature set reduces 
the number of commands required for this feature set regardless of the number or type of memory card 
commands.  It also reduces the adapter’s firmware overhead in processing them.  As new memory cards types 
are defined in the market, they may all be supported within this one feature.

The commands unique to the Media Card Pass Through Command feature set are:

a) CHECK MEDIA CARD TYPE 
b) Command codes D2h through D4h

The CHECK MEDIA CARD TYPE command returns the supporting status of the device to this feature set.  It also 
enables and disables the device from running the Media Card Pass Through Command feature set.  When the 
Media Card Pass Through Command feature set is disabled, the command codes D2h through D4h shall not be 
interpreted as Media Card Pass Through Command feature set commands and the device shall return command 
aborted.  A device shall disable the Media Card Pass Through Command feature set during the processing of a 
power-on reset, a hardware reset, or a software reset.

The definitions of the commands D2h-D4h are media card type dependent.  Table 5 lists the Media card types 
and their associated reference document.

4.15 Native Command Queuing (NCQ) feature set
4.15.1 Overview

The optional NCQ feature set provides support for devices that implement the Serial Transport, see ATA8-AST.  
The NCQ feature set allows commands within the feature set to be accepted even though one or more previously 
accepted NCQ commands have not reported command completion.  NCQ commands indicate command 
completion by returning a transport dependent indicator, see ATA8-AST for more information.  The following 
commands are mandatory for devices implementing the NCQ feature set:

a) READ FPDMA QUEUED
b) WRITE FPDMA QUEUED

Devices which report support for the NCQ feature set shall also report support for the General Purpose Logging 
feature set, the General Purpose Log Directory log and the NCQ Command Error log.

If the device receives a command that is not included in the NCQ feature set while the device is processing 
queued commands, then the device shall return command aborted for the new command and shall return 
command aborted for all the queued commands.

All the commands in the NCQ feature set shall include a NCQ Tag.  If the value of the NCQ Tag exceeds the 
value returned in IDENTIFY DEVICE data word 75  (see 7.16.7.30), then the device shall return command 
aborted for the new command and shall return command aborted for all the queued commands.  If a NCQ 

Table 5 — Media Card type references

Media Card Type Reference Document
SD Card SD Card ATA Command Extension (SDA 3C)

Smart Media Smart Media ATA Command Extension (SSFDC Forum)
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command is issued with a NCQ Tag value that is identical to the NCQ Tag value for a queued command, then the 
device shall return command aborted for the new command and shall return command aborted for all the queued 
commands.

NOTE 1 — The NCQ Tag is used to identify return information (i.e., error status, data transfer and 
command completion).

If an error occurs while there are queued commands, the device shall abort all queued commands and shall 
complete any new commands (with the exception of READ LOG EXT requesting log address 10h) it receives 
with an error, until the device completes a READ LOG EXT command requesting log address 10h (NCQ 
Command Error log).

Editor’s Note 6: A proposal for READ LOG DMA EXT needs to be a taken to SATA IO

4.15.2 Command Phases

4.15.2.1 Command Acceptance

The device receives a NCQ command and returns command acceptance.  Once the device reports command 
acceptance, it may then accept additional NCQ commands.

4.15.2.2 Data transmission

Data transfer should occur after acceptance of the command.

4.15.2.3 Command completion

When the transfer of all requested data by one or more queued commands has occurred without error, the device 
returns a transport dependent indicator (see ATA8-AST) that informs the host of completion for one or more 
queued commands.

If an error occurs then the device shall return command aborted for the command in error and shall return 
command aborted for all other queued commands.  The condition of the data for any queued command that 
reports command aborted is indeterminate.

4.16 NV Cache feature set
4.16.1 Overview

The NV Cache is managed as two distinct areas, the NV Cache Pinned Set and the NV Cache Unpinned Set. It 
is not likely  that these areas of the NV Cache are contiguous. Each LBA stored in the NV Cache Set has an 
attribute which determines if the device may remove the sector from the NV Cache. This 'pinned' attribute 
represents whether the LBA belongs to the NV Cache Pinned Set or the NV Cache Unpinned Set.

The host manages the NV Cache Pinned Set, which is the set of logical blocks that the host requires the device 
to keep in the NV Cache.  The remaining NV Cache Set is the NV Cache Unpinned Set.

4.16.2 Pinning

4.16.2.1 Overview

Adding or Removing an LBA from the NV Cache Pinned Set is accomplished by setting or clearing the 'pinned' 
attribute on a mapped sector. If a device's NV Cache Unpinned Set is too full to satisfy an Add request, then the 
device must remove some or all of the NV Cache Unpinned Set in order to complete the Add request.

When an LBA is pinned, the sector data that is placed into the NV Cache may come from one of two sources: the 
device's media or the host in the form of a write.  The source is determined by the Add command's Populate 
Immediately (PI) bit.

a) If PI is set, the command is not complete until the disk has transferred all of the logical blocks from the 
device's media into the NV Cache.  



May 15, 2007  T13/1699-D Revision 4

Working Draft AT Attachment 8 - ATA/ATAPI Command Set (ATA8-ACS) 45

b) If PI is not set, the logical blocks are added to the NV Cache Pinned Set but are marked as containing 
invalid (stale) data.  No sector data is transferred to the NV Cache before the Add command completes.

4.16.2.2 Scenarios (Informative)

There are two common scenarios where a host may pin an LBA: it wants to pin an LBA for subsequent read 
operations, or it wants to pin an LBA which is about to be written to. 

a) When the host knows that logical blocks are going to be accessed frequently, the host may add them to 
the pinned set with the ADD LBA(S) TO NV CACHE PINNED SET command.

Example:

A) Preloading frequent randomly accessed OS files.
B) Preloading boot files in preparation for a system reboot.

b) When the host knows that logical blocks are about to be written, the host may add the logical blocks to 
the pinned set first with the PI bit cleared to zero.  This  causes the device to store the data in its 
non-volatile cache.

Example: The writing of the hibernate file in preparation for system hibernation.

4.16.3 NV Cache Management

4.16.3.1 Overview

The NV Cache management refers to the use of ATA commands to query or take action on the contents of the 
NV Cache Pinned Set.  It involves transmitting lists of logical blocks that need to be used in an NV Cache 
management action. Some NV Cache management actions take lists of logical blocks as inputs and some NV 
Cache management actions give lists of logical blocks as outputs.

When sending lists of logical blocks between the host and the device, the logical blocks are grouped into ranges.  
LBA ranges consist of an initial LBA and a number which indicates the sequential logical blocks after the initial 
LBA in the range.  More than one LBA range may be sent in a single Add or Remove command.  A list of LBA 
ranges sent in a single Add or Remove command is referred to as the command's NV Cache Set Data.

4.16.3.2 LBA Range Entry

An individual LBA range is called an LBA Range Entry and is represented by 8 bytes.  The LBA is expressed by 
the LBA Range Entry's first 6 bytes and the range length is a zero based number (i.e. 0=0 , 1=1, etc.) 
represented by the remaining 2 bytes. If the 2 byte range length is 0 then the LBA Range Entry is not valid and 
should be discarded as padding.   

Examples:

a) If logical blocks 11, 12, 13, 14, 15, 16, 17, and 18 were in the NV Cache Pinned Set and logical blocks 10 
and 19 were not, logical blocks 11 through 18 make one LBA Range Entry which have the LBA 11 as its 
first 48 bits and the value of 8 as its next 16 bits. (0000_0000_000B_0008h).  

b) If only the single LBA 20 was represented in an LBA Range Entry the range value is 1. 
(0000_0000_0014_0001h)

The largest range that may be specified in a LBA Range Entry is 65535.  Multiple LBA Range Entries shall be 
used to specify larger range values.

4.16.3.3 NV Cache Remaining for Pinned logical blocks

The NV Cache may run out of space to hold any more pinned logical block data. The number of the remaining 
available spaces shall be returned to the host during the completion of NV Cache Commands. This is referred to 
as Logical Blocks Remaining (see 7.20.3.2 and 7.20.3.3 for a description of the return data structure.)

Logical Blocks Remaining is a 6 byte number that always represents the number of logical blocks in the total NV 
Cache size minus the number of logical blocks currently in the Pinned Cache Set.
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4.16.4 NV Cache behavior after a power-on event

4.16.4.1 Query NV Cache Misses 

In order to gather information about the system's BIOS read and write behavior, a query of NV Cache misses is 
necessary (see 7.20.7).

4.16.4.2 Rotating media state after power-on event 

If the NV Cache Power Mode is set in a device, then the device should not spin up its rotating media after a 
power-on event until the device receives a read or write command that requires media access.

4.16.5 Preparing to Pin a Large NV Cache Set Data 

Before the pinning of a large number of logical blocks in the NV Cache Pinned Set it is desirable for the host to 
instigate a flush of some or all of the NV Cache Unpinned Set.  This ensures that the potentially lengthy flushing 
operation in a large NV Cache is completed as quickly and early as possible. This is accomplished using the 
Flush NV Cache command described in section 7.1.5.

4.17 NV Cache Power Management feature set
4.17.1 Overview

The optional NV Cache Power Management feature set permits a host to modify the behavior of a device in a 
manner that allows the device to improve response times to read and write commands while reducing the 
device's power consumption.   

Commands unique to the NV Cache Power Management feature set use a single command code and are 
differentiated from one another by the value placed in the Features field. A device that implements the NV Cache 
Power Management feature set shall implement the following commands:

a) SET NV CACHE POWER MODE
b) RETURN FROM NV CACHE POWER MODE

When the NV Cache Power Mode is set, the device implements an aggressive policy to remove power from its 
rotational media and satisfy all reads and writes from the device's NV Cache. If a device is not capable of 
satisfying a read or write from its NV Cache it shall service the read or write request through other means.

Since all IO operations happen in PM0:Active mode, it is the only state that requires attention.  The only aspect of 
the NV Cache feature that affects the Power Management feature is the NV Cache Power Mode input. The 
purpose of the NV Cache Power Mode input is to enable and disable the aggressive spinning down of the device 
while it is in the PM0:Active mode.  However, the Power Management state diagram does not reflect spindle 
state and the NV Cache Power Mode input does not affect any Power Management state transitions.   The 
effects are as follows:

a) When the device is Powered Up, it should satisfy requests from NV Cache independently from the NV 
Cache Power Mode. This prevents BIOSes from having to be NV Cache sensitive. 

b) When NV Cache Power Mode is cleared and the device is in PM0:Active it shall spin up. 
c) When NV Cache Power Mode is set and the device is in PM0:Active the device shall enact its aggressive 

policy to remove power from its rotational media.  The only requirement of a device's aggressive policy is 
that when the device is spun up, it remains spun up for at least the amount of time specified in the SET 
NV CACHE POWER MODE command.

d) A Device Configuration Overlay command that disables the NV Cache Power Mode support in the 
device causes the NV Cache Power Mode to be cleared.

4.18 Power Management feature set
A General feature set device shall implement power management.  A device implementing the PACKET feature 
set may implement the power management as defined by the PACKET command set implemented by the 
device.  Otherwise, the device shall implement the Power Management feature set as described in this standard.

The Power Management feature set permits a host to modify the behavior of a device in a manner that reduces 
the power required to operate.  The Power Management feature set provides a set of commands and a timer that 
enable a device to implement low power consumption modes.  A device that implements the General feature set 
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and the Power Management feature set shall implement the following minimum set of functions (see also 4.5 and 
4.19):

a) A Standby timer
b) CHECK POWER MODE command
c) IDLE command
d) IDLE IMMEDIATE command
e) SLEEP command
f) STANDBY command
g) STANDBY IMMEDIATE command

A device that implements the PACKET feature set and implements the Power Management feature set shall 
implement the following minimum set of functions:

a) CHECK POWER MODE command
b) IDLE IMMEDIATE command
c) SLEEP command
d) STANDBY IMMEDIATE command

4.18.1 Power management commands

The CHECK POWER MODE command allows a host to determine if a device is currently in, going to or leaving 
Standby or Idle mode.  The CHECK POWER MODE command shall not change the power mode or affect the 
operation of the Standby timer.

The IDLE and IDLE IMMEDIATE commands move a device to Idle mode immediately from the Active or Standby 
modes.  The IDLE command also sets the Standby timer count and enables or disables the Standby timer.

The STANDBY and STANDBY IMMEDIATE commands move a device to Standby mode immediately from the 
Active or Idle modes.  The STANDBY command also sets the Standby timer count and enables or disables the 
Standby timer.

The SLEEP command moves a device to Sleep mode.  The device's interface becomes inactive at command 
completion of the SLEEP command.  A device only transitions from Sleep mode after processing a hardware 
reset, a software reset, or a DEVICE RESET command.  

4.18.2 Standby timer

The Standby timer provides a method for the device to automatically enter Standby mode from either Active or 
Idle mode following a host programmed period of inactivity.  If the Standby timer is enabled and if the device is in 
the Active or Idle mode, the device waits for the specified time period and if no command is received, the device 
automatically enters the Standby mode.

If the Standby timer is disabled, the device may automatically enter Standby mode.
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4.18.3 Power modes

Figure 11 shows the set of mode transitions that shall be implemented.

Figure 11 — Power management state diagram

PM0: Active: This mode shall be entered when the device receives a media access command while in Idle or 
Standby mode.  This mode shall also be entered when the device is powered-up with the Power-Up In Standby 
feature not implemented or not enabled (see 4.19).

In Active mode the device is capable of responding to commands.  During the execution of a media access 
command a device shall be in Active mode.  Power consumption is greatest in this mode.

Transition PM0:PM0: The device shall transition to the PM0:Active mode after processing a hardware reset, 
software reset, or DEVICE RESET command.

Transition PM0:PM1: When an IDLE or IDLE IMMEDIATE command is received or when a vendor specific 
implementation determines a transition is required, then the device shall make a transition to the PM1:Idle mode.

Transition PM0:PM2: When a STANDBY or STANDBY IMMEDIATE command is received, the Standby timer 
expires, or a vendor specific implementation determines a transition is required, then the device shall make a 
transition to the PM2:Standby mode.
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Transition PM0:PM3: When a SLEEP command is received, the device shall make a transition to the 
PM3:Sleep mode.

PM1: Idle: This mode shall be entered when the device receives an IDLE or IDLE IMMEDIATE command.  Some 
devices may perform vendor specific internal power management and make a transition to the Idle mode without 
host intervention.

In Idle mode the device is capable of responding to commands but the device may take longer to complete 
commands than when in the Active mode.  Power consumption may be reduced from that of Active mode.

Transition PM1:PM0: When a media access is required, the device shall make a transition to the PM0:Active 
mode.

Transition PM1:PM1:  The device shall transition to the PM1:Idle mode after processing a hardware reset, 
software reset, or DEVICE RESET command.

Transition PM1:PM2: When a STANDBY or STANDBY IMMEDIATE command is received, the Standby timer 
expires, or a vendor specific implementation determines a transition is required, then the device shall make a 
transition to the PM2:Standby mode.

Transition PM1:PM3: When a SLEEP command is received, the device shall make a transition to the 
PM3:Sleep mode.

PM2: Standby: This mode shall be entered when the device receives a STANDBY command, the device 
receives a STANDBY IMMEDIATE command, the Standby timer expires, or the NV Cache Power mode timer 
expires.   Some devices may perform vendor specific internal power management and make a transition to the 
Standby mode without host intervention.  This mode shall also be entered when the device is powered-up with 
the Power-Up In Standby feature implemented and enabled.

In Standby mode the device is capable of responding to commands but the device may take longer to complete 
commands than in the Idle mode.  The time to respond may be as long as 30 s.  Power consumption may be 
reduced from that of Idle mode.

Transition PM2:PM0: When a media access is required, the device shall make a transition to the PM0:Active 
mode.

Transition PM2:PM1: When an IDLE or IDLE IMMEDIATE command is received, or a vendor specific 
implementation determines a transition is required, then the device shall make a transition to the PM1:Idle mode.

Transition PM2:PM2: The device shall transition to the PM2:Standby mode after processing a hardware reset, 
software reset, or DEVICE RESET command.

Transition PM2:PM3: When a SLEEP command is received, the device shall make a transition to the 
PM3:Sleep mode.

PM3: Sleep: This mode shall be entered when the device receives a SLEEP command.

 A device transitions from Sleep mode only after processing a hardware reset, a software reset, or a DEVICE 
RESET command.  The time to respond may be as long as 30 s.  Sleep mode provides the lowest power 
consumption of any mode.

In Sleep mode, see the applicable transport standard for a description of the device's interface behavior.

Transition PM3:PM2:, A device shall transition to the PM2:Standby mode after processing a hardware reset, 
software reset, or DEVICE RESET command.

4.19 Power-Up In Standby feature set
The optional Power-Up In Standby feature set allows devices to be powered-up into the Standby power 
management state to minimize inrush current at power-up and to allow the host to sequence the spin-up of 
devices.  This optional feature set may be enabled or disabled via the SET FEATURES command or may be 
enabled by use of a jumper or similar means, or both.  When enabled by a jumper, the feature set shall not be 
disabled via the SET FEATURES command.  The IDENTIFY DEVICE or IDENTIFY PACKET DEVICE data 
indicates whether this feature set is implemented and/or enabled.
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Once this feature is enabled in a device, the device shall not disable the feature as a result of processing a 
power-on reset, a hardware reset, or a software reset.

A device may implement a SET FEATURES subcommand (see 7.48.8) that notifies the device to spin-up to the 
Active state when the device has powered-up into Standby.  If the device implements this SET FEATURES 
subcommand and power-up into Standby is enabled, the device shall remain in Standby until the SET 
FEATURES subcommand is received.  If the device implements this SET FEATURES subcommand, the fact that 
the feature is implemented is reported in the IDENTIFY DEVICE or IDENTIFY PACKET DEVICE data.

If the device:

a) implements the Enable/disable Power-up in Standby subcommand,
b) power-up into Standby is enabled, and
c) an IDENTIFY DEVICE or IDENTIFY PACKET DEVICE is received while the device is in Standby as a 

result of powering up into Standby,

the device shall respond to the command and remain in Standby without spinning-up.  

If the device has IDENTIFY DEVICE or IDENTIFY PACKET DEVICE data that requires access to the media, the 
device shall set word 0 bit 2 to one to indicate that the response is incomplete.  At a minimum, word 0 and word 
2 shall be correctly reported.  Those fields that are not be provided shall be filled with zeros.  Once a device is 
able to return all data for an IDENTIFY DEVICE command or IDENTIFY PACKET DEVICE command, the device 
shall return all data for those commands until after processing the next power-on reset.

If the device does not implement the SET FEATURES subcommand to spin-up the device after power-up and 
power-up into Standby is enabled, the device shall spin-up upon receipt of the first command that requires the 
device to access the media.

4.20 Security feature set
4.20.1 Overview

The optional Security  feature set is a password system that restricts access to user data stored on a device.  In 
addition, access to some configuration capabilities is restricted.

See also the Master Password Identifier feature (4.20.12) which is an optional enhancement to the Security  
feature set.

4.20.2 Passwords

4.20.2.1 Overview

The system has two types of passwords: User and Master.

4.20.2.2  User Password

The User password is used to create a lock to block execution of some commands, including preventing access 
to all user data on the device. The User password may be used to unlock the device to allow access.

Security is enabled by setting a User password with the SECURITY SET PASSWORD command.  When 
Security is Enabled, the device is automatically Locked (i.e., access to user data on the device is denied) after a 
power-on reset is processed until a SECURITY UNLOCK command completes successfully.  

4.20.2.3 Master Password

The Master password is a password that may be used to unlock the device if the User password is lost or if an 
administrator requires access (e.g. to re-propose a device). 

A factory-installed Master password may be valid before an initial SECURITY SET (master) PASSWORD 
command has been successfully executed.  A device may contain both a valid Master and a valid User 
password.   Setting the Master password does not enable Security  (i.e., does not Lock the device after the next 
power-on reset has been processed).

4.20.3 Master Password Capability 

A device with Security enabled has two ways of using the Master password.  This capability has values of 'High' 
or 'Maximum'.
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When the Master Password Capability is set to High, either the User or Master password may be used 
interchangeably.  See table 6.

When the Master Password Capability is set to Maximum, the Master password is not used with the SECURITY 
DISABLE PASSWORD and SECURITY UNLOCK commands. The SECURITY ERASE UNIT command, 
however, does accept either a valid User or Master password.

4.20.4 Frozen Mode

The SECURITY FREEZE LOCK command prevents changes to all Security states until a following  power-on 
reset or hardware reset.  The purpose of the SECURITY FREEZE LOCK command is to prevent password 
setting attacks on the security system.

4.20.5 Commands

A device that implements the Security  feature set shall implement the following set of commands:

a) SECURITY SET PASSWORD
b) SECURITY UNLOCK (requires a password)
c) SECURITY ERASE PREPARE
d) SECURITY ERASE UNIT (requires a password)
e) SECURITY FREEZE LOCK
f) SECURITY DISABLE PASSWORD (requires a password)

4.20.6 IDENTIFY DEVICE data

Support of the Security  feature set is indicated in IDENTIFY DEVICE and IDENTIFY PACKET DEVICE data 
word 82 and data word 128.

Security information in words 82, 89 and 90  is fixed until the next power-on reset and shall not change unless 
DEVICE CONFIGURATION OVERLAY removes support for the Security  feature set.

Security information in words  85, 92  and 128 are variable and may change.

If the Security  feature set is not supported, then words 89, 90, 92 and 128 are N/A.

4.20.7 Security initial setting

When the device is shipped by the manufacturer, Security shall be disabled (e.g. is not Locked).  The initial 
Master password value is not defined by this standard.

Table 6 — Interaction of Master Password Capability  and Passwords (when Security is not frozen)

Actions Taken by Security Commands

Security 
Enabled

Master 
Password 
Capability

Passwords 
Defined

Password 
Supplied

SECURITY 
ENABLE 

PASSWORD

SECURITY 
UNLOCK

SECURITY 
ERASE UNIT

No N/A Master Only Correct Master N N P
No N/A Master Only Not Valid A A A

Yes High Master and User Correct Master P P P
Yes High Master and User Correct User P P P

Yes Maximum Master and User Correct Master A A P
Yes Maximum Master and User Correct User P P P

Key:
N - NOP, do nothing and return normal completion
A - Return command aborted
P - Process the command (if all validations pass) or return command aborted
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4.20.8 Password Rules

This section applies to any Security command that accepts a password, and for which there exists a valid 
password. This section does not apply while Security is Frozen.

The SECURITY ERASE UNIT command ignores the Master Password Capability value when comparing 
passwords, and shall accept either a valid Master or User password.

If the User password sent to the device  does not match the user password previously set with the SECURITY 
SET PASSWORD command, the device shall   return command aborted.  

 If the Master Password Capability was set to High during the last SECURITY SET (user) PASSWORD 
command, the device shall  accept the Master password  and complete normally.

 If the Master Password Capability  was set to Maximum during the last SECURITY SET (user) PASSWORD 
command, the device shall  return command aborted for SECURITY UNLOCK or SECURITY DISABLE 
PASSWORD if the Master password is  supplied. . 

4.20.9 Password Attempt Counter 

The device shall have an password attempt counter.  The purpose of this counter is to defeat repeated trial 
attacks.  The counter shall be decremented while in state SEC4,  whenever the SECURITY UNLOCK command 
fails because of an invalid User or Master password.  

Once the counter reaches zero, it shall not be decremented, and the  PasswordAttemptCounterExceeded bit 
(IDENTIFY DEVICE (data word 128, bit 4) shall be set to one, and the SECURITY UNLOCK and SECURITY  
ERASE UNIT commands  shall be command aborted until after processing the next power-on or hardware reset.  

The  PasswordAttemptCounterExceeded bit shall be cleared to zero by processing a power-on or a hardware 
reset.

The counter shall be set to five (5) after a power-on or hardware reset. 

4.20.10 Security  states

See figure 12 and table 7.  When the power is off, the Security characteristics are as in table 7, but are not 
reportable.

Table 7 — Summary of Security States and Characteristics

Security State

Security Characteristics

Power Enableda Lockedb Frozenc Password Attempts Exceededd

SEC0 off 0 N/A N/A N/A

SEC1 on 0 0 0 0

SEC2 on 0 0 1 Varies

SEC3 off 1 N/A N/A N/A

SEC4 on 1 1 0 Varies

SEC5 on 1 0 0 Varies

SEC6 on 1 0 1 Varies
a IDENTIFY DEVICE data word 85 bit 1
b IDENTIFY DEVICE data word 128 bit 2
c IDENITFY DEVICE data word 128 bit 3
d IDENTIFY DEVICE data word 128 bit 4
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Editor’s Note 7: The proposal calls for an Unlocked/disabled column as previously documented, but 
asks for a normative statement regarding download microcode being different.  The original proposal 
does not list any differences for download microcode.

Table 8 — Security Command Actions (part 1 of 3)

Command Lockeda Unlocked or 
Disabledb Frozenc

ADD LBA(S) TO NV CACHE PINNED 
SET Command aborted Executable Executable

CFA ERASE SECTORS Command aborted Executable Executable
CFA REQUEST EXTENDED ERROR 
CODE Executable Executable Executable

CFA TRANSLATE SECTOR Executable Executable Executable
CFA WRITE MULTIPLE WITHOUT 
ERASE Command aborted Executable Executable

CFA WRITE SECTORS WITHOUT 
ERASE Command aborted Executable Executable

CHECK MEDIA CARD TYPE Command aborted Executable Executable
CHECK POWER MODE Executable Executable Executable
CONFIGURE STREAM Command aborted Executable Executable
DEVICE CONFIGURATION Command aborted Executable Executable
DEVICE RESET Executable Executable Executable
DOWNLOAD MICROCODE Vendor Specific Vendor Specific Vendor Specific
EXECUTE DEVICE DIAGNOSTIC Executable Executable Executable
FLUSH CACHE Command aborted Executable Executable
FLUSH CACHE EXT Command aborted Executable Executable
FLUSH NV CACHE Command aborted Executable Executable
GET MEDIA STATUS Command aborted Executable Executable
IDENTIFY DEVICE Executable Executable Executable
IDENTIFY PACKET DEVICE Executable Executable Executable
IDLE Executable Executable Executable
IDLE IMMEDIATE Executable Executable Executable
MEDIA EJECT Command aborted Executable Executable
MEDIA LOCK Command aborted Executable Executable
MEDIA UNLOCK Command aborted Executable Executable
NOP Executable Executable Executable
PACKET Command aborted Executable Executable
QUERY NV CACHE MISSES Command aborted Executable Executable
QUERY NV CACHE PINNED SET Command aborted Executable Executable
READ BUFFER Executable Executable Executable
READ DMA Command aborted Executable Executable
READ DMA EXT Command aborted Executable Executable

a State SEC4
b States SEC1 or SEC5
c States SEC2 or SEC6
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READ FPDMA QUEUED Command aborted Executable Executable
READ DMA QUEUED Command aborted Executable Executable
READ DMA QUEUED EXT Command aborted Executable Executable
READ LOG DMA EXT Executable Executable Executable
READ LOG EXT Executable Executable Executable
READ MULTIPLE Command aborted Executable Executable
READ MULTIPLE EXT Command aborted Executable Executable
READ NATIVE MAX ADDRESS Executable Executable Executable
READ NATIVE MAX ADDRESS EXT Executable Executable Executable
READ SECTOR(S) Command aborted Executable Executable
READ SECTOR(S) EXT Command aborted Executable Executable
READ STREAM DMA EXT Command aborted Executable Executable
READ STREAM EXT Command aborted Executable Executable
READ VERIFY SECTOR(S) Command aborted Executable Executable
READ VERIFY SECTOR(S) EXT Command aborted Executable Executable
REMOVE LBA(S) FROM NV CACHE 
PINNED SET Command aborted Executable Executable

RETURN FROM NV CACHE POWER 
MODE Command aborted Executable Executable

SCT READ/WRITE LONG Command aborted Executable Executable
SCT WRITE SAME Command aborted Executable Executable
SCT ERROR RECOVERY CONTROL Command aborted Executable Executable
SCT FEATURE CONTROL Command aborted Executable Executable
SCT DATA TABLES Command aborted Executable Executable
SCT READ STATUS Executable Executable Executable
SECURITY DISABLE PASSWORD Command aborted Executable Command aborted
SECURITY ERASE PREPARE Executable Executable Command aborted
SECURITY ERASE UNIT Executable Executable Command aborted
SECURITY FREEZE LOCK Command aborted Executable Executable
SECURITY SET PASSWORD Command aborted Executable Command aborted
SECURITY UNLOCK Executable Executable Command aborted
SERVICE Command aborted Executable Executable
SET FEATURES Executable Executable Executable
SET MAX ADDRESS Command aborted Executable Executable
SET MAX ADDRESS EXT Command aborted Executable Executable
SET MAX SET PASSWORD Command aborted Executable Executable
SET MAX LOCK Command aborted Executable Executable
SET MAX FREEZE LOCK Command aborted Executable Executable
SET MAX UNLOCK Command aborted Executable Executable
SET MULTIPLE MODE Executable Executable Executable
SET NV CACHE POWER MODE Command aborted Executable Executable
SLEEP Executable Executable Executable

Table 8 — Security Command Actions (part 2 of 3)

Command Lockeda Unlocked or 
Disabledb Frozenc

a State SEC4
b States SEC1 or SEC5
c States SEC2 or SEC6
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SMART DISABLE OPERATIONS Executable Executable Executable
SMART ENABLE/DISABLE 
AUTOSAVE Executable Executable Executable

SMART ENABLE OPERATIONS Executable Executable Executable
SMART EXECUTE OFF-LINE 
IMMEDIATE Executable Executable Executable

SMART READ DATA Executable Executable Executable
SMART READ LOG Executable Executable Executable
SMART RETURN STATUS Executable Executable Executable
SMART WRITE LOG Executable Executable Executable
STANDBY Executable Executable Executable
STANDBY IMMEDIATE Executable Executable Executable
TRUSTED RECEIVE Command aborted Executable Executable
TRUSTED RECEIVE DMA Command aborted Executable Executable
TRUSTED SEND Command aborted Executable Executable
TRUSTED SEND DMA Command aborted Executable Executable
WRITE BUFFER Executable Executable Executable
WRITE DMA Command aborted Executable Executable
WRITE DMA EXT Command aborted Executable Executable
WRITE DMA FUA EXT Command aborted Executable Executable
WRITE DMA QUEUED Command aborted Executable Executable
WRITE DMA QUEUED EXT Command aborted Executable Executable
WRITE DMA QUEUED FUA EXT Command aborted Executable Executable
WRITE FPDMA QUEUED Command aborted Executable Executable
WRITE LOG DMA EXT Command aborted Executable Executable
WRITE LOG EXT Command aborted Executable Executable
WRITE MULTIPLE Command aborted Executable Executable
WRITE MULTIPLE EXT Command aborted Executable Executable
WRITE MULTIPLE FUA EXT Command aborted Executable Executable
WRITE SECTOR(S) Command aborted Executable Executable
WRITE SECTOR(S) EXT Command aborted Executable Executable
WRITE STREAM DMA EXT Command aborted Executable Executable
WRITE STREAM EXT Command aborted Executable Executable
WRITE UNCORRECTABLE Command aborted Executable Executable

Table 8 — Security Command Actions (part 3 of 3)

Command Lockeda Unlocked or 
Disabledb Frozenc

a State SEC4
b States SEC1 or SEC5
c States SEC2 or SEC6
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4.20.11 Security states

Figure 12 describes security states and state transitions.

Figure 12 — Security state diagram
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State SEC0: Powered down/Security Disabled/Not Locked/ Not Frozen:  This state shall be entered when 
the device is powered-down with the Security  feature set disabled.

Transition SEC0:SEC1: When the device is powered-up, the device shall make a transition to state SEC1.

State SEC1: Security Disabled/Not Locked/ Not Frozen:  This state shall be entered when the device is 
powered-up or a hardware reset is received with the Security  feature set disabled or when the Security  feature 
set is disabled by a SECURITY DISABLE PASSWORD or SECURITY ERASE UNIT command.

When entering this state after processing a power-on or hardware reset, the device shall initialize the password 
attempt counter and clear the PasswordAttemptCounterExceeded flag

In this state, the device shall respond to all commands as specified in the “Disabled” column of Table 4. With the 
exception of the SECURITY commands, execution of these commands shall not cause a transition from state 
SEC1.

In this state, IDENTIFY DEVICE and IDENTIFY PACKET DEVICE shall report values as described in table 9.

Transition SEC1:SEC0: When the device is powered-down, the device shall make a transition to state SEC0.

Transition SEC1:SEC1: When  a SECURITY SET (master) PASSWORD command completes successfully, the 
Master password and the optional Master Password Identifier shall be saved, and the device shall remain in state 
SEC1. The Master Password Capability shall remain unchanged.Transition SEC1:SEC2: When a SECURITY 
FREEZE LOCK command completes  successfully, the device shall make a transition to state SEC2.

Transition SEC1:SEC5: When a SECURITY SET (user) PASSWORD command completes  successfully, the 
device shall save the User password, update the Master Password Capability and make a transition to state 
SEC5.

State SEC2: Security Disabled/ Not Locked/ Frozen:  This state shall be entered when the device receives a 
SECURITY FREEZE LOCK command while in state SEC1.

In this state, the device shall respond to all commands as specified in the “Frozen” column of table 8. Execution 
of any of these commands shall not cause a transition from state SEC2.

Table 9 — IDENTIFY settings for Security state SEC1

Word
Bit 

Position Value Description
82 1 1 Security  feature set is supported
85 1 0 There is no active User password
128 0 copy of word 82 bit 1 Security  feature set is supported
128 1 copy of word 85 bit 1 Security  feature set is disabled
128 2 0 device is not locked
128 3 0 device is not frozen

128 4 Varies
Password Attempt Counter Exceeded 

1= counter exceeded
0= counter not exceeded

128 8 0 Master Password Capability is not maximum
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The device shall report IDENTIFY DEVICE or IDENTIFY PACKET DEVICE field values in accordance with table 
10.

Transition SEC2:SEC0: When the device is powered-down, the device shall make a transition to state SEC0.

Transition SEC2:SEC1: When the device receives a hardware reset, the device shall make a transition to state 
SEC1. 

State SEC3: Powered down/Security Enabled/ Locked/ Not Frozen:  This state shall be entered when the device 
is powered-down with the Security  feature set enabled.

Transition SEC3:SEC4: When the device is powered-up, the device shall make a transition to state SEC4.

State SEC4: Security Enabled/ Locked/ Not Frozen:  This state shall be entered when the device is powered-up 
or a hardware reset is received with the Security  feature set enabled.

In this state, the device shall respond to all commands as specified in the “Locked” column of table 8.  With the 
exception of the SECURITY commands, execution of these commands shall not cause a transition from state 
SEC4.

When entering this state from power-on or hardware reset, the device shall initialize the password attempt 
counter and clear the PasswordAttemptCounterExceeded flag

Table 10 — IDENTIFY settings for Security state SEC2

Word
Bit 

Position Value Description
82 1 1 Security  feature set is supported
85 1 0 There is no active User password

128 0 copy of word 82 bit 1 Security  feature set is supported
128 1 copy of word 85 bit 1 Security  feature set is disabled
128 2 0 device is not locked
128 3 1 device is frozen

128 4 Varies
Password Attempt Counter Exceeded 

1= counter exceeded
0= counter not exceeded

128 8 Varies
Master Password Capability

0=high/User password disabled
1=Maximum/User password disabled
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The device shall report IDENTIFY DEVICE or IDENTIFY PACKET DEVICE field values in accordance with table 
11.

Transition SEC4:SEC1: When a SECURITY ERASE UNIT command completed successfully, the device shall 
make a transition to state SEC1.

Transition SEC4:SEC3: When the device is powered-down, the device shall make a transition to state SEC3.

Transition SEC4:SEC4:  When  a SECURITY UNLOCK command is received with an incorrect password, the 
password attempt counter shall be decremented by 1, and remain in state SEC4.  

If password attempt counter reaches 0, the PasswordAttemptCounterExceeded bit (IDENTIFY DEVICE word 
128, bit 4) shall be set to 1.

After execution of the SECURITY ERASE PREPARE command, the device remains in state SEC4.

Transition SEC4:SEC5: When a SECURITY UNLOCK command is  successful, the device shall make a 
transition to state SEC5.

State SEC5: Security Enabled/ Not Locked/ Not Frozen:  This state shall be entered when either a SECURITY 
SET (user) PASSWORD command or a SECURITY UNLOCK command is successful.

In this state, the device shall respond to all commands as specified in the “Unlocked” column of table 8.  With the 
exception of the SECURITY commands, execution of these commands shall not cause a transition from state 
SEC5.

Table 11 — IDENTIFY settings for Security state SEC4

Word
Bit 

Position Value Description
82 1 1 Security  feature set is supported
85 1 1 There is an active User password

128 0 copy of word 82 bit 1 Security  feature set is supported
128 1 copy of word 85 bit 1 Security  feature set is enabled
128 2 1 device is locked
128 3 0 device is not frozen

128 4 Varies
Password Attempt Counter Exceeded 

1= counter exceeded
0= counter not exceeded

128 8 Varies
Master Password Capability

0=high
1=Maximum
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The device shall report IDENTIFY DEVICE or IDENTIFY PACKET DEVICE field values in accordance with table 
12.

Transition SEC5:SEC1: When a SECURITY DISABLE PASSWORD or a SECURITY ERASE UNIT command is 
successful, the device shall make a transition to the SEC1 state.

Transition SEC5:SEC3: When the device is powered-down, the device shall make a transition to state SEC3.

Transition SEC5:SEC4: When the device receives a hardware reset, the device shall make a transition to state 
SEC4.

Transition SEC5:SEC5: When  a successful SECURITY SET (master) PASSWORD command is received, the 
Master password and the optional Master Password Identifier shall be saved, the Master Password Capability 
shall remain unchanged, and the device shall remain in state SEC5.

When a SECURITY SET (user) PASSWORD command is  successful, the device shall save the User password, 
update the Master Password Capability and shall remain in state SEC5.

After execution of the SECURITY ERASE PREPARE command, the device remains in state SEC4.

Transition SEC5:SEC6: When a SECURITY FREEZE LOCK command is successful, the device shall make a 
transition to state SEC6.

State SEC6: Security Enabled/ Not Locked/ Frozen:  This state shall be entered when the device receives a 
SECURITY FREEZE LOCK command while SEC5 state.

In this state, the device shall respond to all commands as specified in the “Frozen” column of Table 4. With the 
exception of the SECURITY commands, execution of these commands shall not cause a transition from state 
SEC6.

Table 12 — IDENTIFY settings for Security state SEC5

Word
Bit 

Position Value Description
82 1 1 Security  feature set is supported
85 1 1 There is an active User password

128 0 copy of word 82 bit 1 Security  feature set is supported
128 1 copy of word 85 bit 1 Security  feature set is enabled
128 2 0 device is not locked
128 3 0 device is not frozen

128 4 Varies
Password Attempt Counter Exceeded 

1= counter exceeded
0= counter not exceeded

128 8 Varies
Master Password Capability

0=high
1=Maximum




